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Summary
First Appearance: October 2022
Actor Name: Hydrochasma
Target Region: Asia
Target Sectors: Healthcare, Transportation 
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Actor Map
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Actor Group

NAME ORIGIN TARGET REGIONS TARGET INDUSTRIES

Hydrochasma

Unknown

Asia
Healthcare, 

Transportation 
MOTIVE

Information theft 
and espionage

Actor Details
Hydrochasma is a newly identified threat actor that has been targeting
shipping companies and medical laboratories in Asia since October
2022. This group's primary focus appears to be on intelligence
gathering, and they do not rely on custom malware in their attack
campaign, instead using only publicly available and living-off-the-land
tools.

The group most likely uses phishing emails to gain access to their
victims' machines, using lure documents that mimic a product
specification for a freight company and a resume for a development
engineer. Once they gain access, Hydrochasma drops various tools,
including Fast Reverse Proxy (FRP), Meterpreter, and Cobalt Strike
Beacon, that allow for remote access, privilege escalation, lateral
movement, and data exfiltration.

Hydrochasma's targets suggest that they may be interested in
organizations involved in COVID-19-related treatments or vaccines.
The group's lack of custom malware makes it difficult to attribute their
attacks, and their use of publicly available tools helps them avoid
detection.
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Recommendations 

Security Leaders
Phishing simulations and routine education and awareness training and 
communications rarely account for MFA fatigue and web browser hygiene. 
Integrate and communicate all lessons learned. 

Security Engineers
• Uni5 Users: This is an actionable threat advisory in HivePro Uni5. Prioritize 

and block all indicators attributed to the threat actor through your 
Command Center. Test your controls with Uni5’s Breach & Attack 
Simulation.

• All Engineers: Refer to and action upon the ’Potential MITRE ATT&CK TTPs’ 
& ‘Indicators of Compromise (IoC)’ on the following pages.

Potential MITRE ATT&CK TTPs

TA0042
Resource Development

TA0001
Initial Access

TA0002
Execution

TA0005
Defense Evasion

TA0006
Credential Access

TA0007
Discovery

TA0008
Lateral Movement

TA0009
Collection

T1566
Phishing

T1204
User Execution

T1090
Proxy

T1588
Obtain Capabilities

T1588.002
Tool

T1046
Network Service 
Discovery

T1016
System Network 
Configuration Discovery

T1049
System Network 
Connections Discovery

T1003
OS Credential Dumping

T1558
Steal or Forge Kerberos 
Tickets

T1036
Masquerading

T1113
Screen Capture

T1570
Lateral Tool Transfer

T1595
Active Scanning

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0043
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1090
https://attack.mitre.org/techniques/T1588
https://attack.mitre.org/techniques/T1588/002
https://attack.mitre.org/techniques/T1046
https://attack.mitre.org/techniques/T1016
https://attack.mitre.org/techniques/T1049
https://attack.mitre.org/techniques/T1003
https://attack.mitre.org/techniques/T1558
https://attack.mitre.org/techniques/T1036
https://attack.mitre.org/techniques/T1113
https://attack.mitre.org/techniques/T1570
https://attack.mitre.org/techniques/T1595
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Indicator of Compromise (IOCs)

TYPE VALUE

SHA256

409f89f4a00e649ccd8ce1a4a08afe03cb5d1c623ab54a80874aebf0
9a9840e5 
47d328c308c710a7e84bbfb71aa09593e7a82b707fde0fb9356fb71
24118dc88 
6698a81e993363fab0550855c339d9a20a25d159aaa9c4b91f60bb
4a68627132 
7229bd06cb2a4bbe157d72a3734ba25bc7c08d6644c3747cdc4bcc
5776f4b5b9 
72885373e3e8404f1889e479b3d46dd8111280379c4065bfc1e62d
f093e42aba 
72bc8b30df3cdde6c58ef1e8a3eae9e7882d1abe0b7d4810270b5a
0cc077bb1a 
7b410fa2a93ed04a4155df30ffde7d43131c724cdf60815ee354988
b31e826f8 
7f0807d40e9417141bf274ef8467a240e20109a489524e62b090bcc
db4998bc6 
8c0f0d1acb04693a6bdd456a6fcd37243e502b21d17c8d9256940fc
7943b1e9a
9e8b5a84ad108a761619ca040788dcbf07996a9101cecc5c30ba61f
9a06945c1 
b53d0a43ea91b3c80bc6c87c0c6946816c38876b2cb2f6f772afe94c
54d3ad30 
b5c4f420067499522b748a34161ad6e140a7f30ab0b8fa63feef760c
5e631679 
d0ae66022929c17f31ddf98d88817f0aa70a56ce2ff2df9595b8889c
2d3d7e31 
d92c50a91bd5b2f06f41a9a5f9937e50b78658d46e3cd04bc3a85f2
70ce288c2 
dc3b714fd6f93c0c0cd2685b6b8cd551896855474bdd09593b8c6b
4b7ab6bac2 
e7684a4984d9d82115c5cc1b43b9f63a11e7ed333a4e2d92dc15b6
e931634bf4 
ebc3dabf0a2dafb0790be6dbb4d3509b5ce1259b955172910618a3
2627b3b668 
ee9aefde33ed48d16ecb1c41256fc7d93ddfa8bedfa59b95e881028
2ac164d0d 
f35b206fe10ad3f57d9c4ecf71a2d2cc06d7c7fe905e567b989f72f14
7da99dc 
f73738e6e33286657cda81f618a74b74745590915a8f4451e7c0047
3cbe89e1d 
fc8a67b80b0b0ecd10dfd90820ffc64923b94c32b04dbb6929a79b9
ce027563c 
ffdcf74968805e9cc897ca932e4da0f22ea7b3e9b96fcc9082c0c5300
ae4cb0d 
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TYPE VALUE

SHA256

8e32ea45e1139b459742e676b7b2499810c3716216ba2ec55b77c
79495901043 
981e5f7219a2f92a908459529c42747ac5f5a820995f66234716c53
8b19993eb 
9ebd789e8ca8b96ed55fc8e95c98a45a61baea3805fd440f50f2bde
5ffd7a372 
9f5f7ba7d276f162cc32791bfbaa0199013290a8ac250eb95fd90bc0
04c3fd36 
a0f5966fcc64ce2d10f24e02ae96cdc91590452b9a96b3b1d4a2f66c
722eec34 
cb03b5d517090b20749905a330c55df9eb4d1c6b37b1b31fae1982
e32fd10009 
d1c4968e7690fd40809491acc8787389de0b7cbc672c235639ae7b
4d07d04dd4 
de01492b44372f2e4e38354845e7f86e0be5fb8f5051baafd004ec5
c1567039f 
e378d8b5a35d4ec75cae7524e64c1d605f1511f9630c671321ee46a
a7c4d378b 
eba22f50eedfec960fac408d9e6add4b0bd91dd5294bee8cff730db5
3b822841 
fc4b5f2ee9da1fe105bb1b7768754d48f798bf181cbc53583387578a
5ebc7b56 
02fe00ffd1b076983f3866c04ca95c56cef88c2564fabb586e11e549
86e87ba7 
084d1fc4236011d442801e423485c8e58f68dc14ec0a8b716fa0fd2
10de43dda 
1744fac628262aa0cf3810bd5168375959be41764c8ca2fa41950a7
b1f8f2fad 
1d087f6a17227769bcebc799a2cdf1bb2a8fdf6ba560d21a88bb71f1
c213a42c 
327fc116f8f48f97292184bb50cb3db418f368b3e2a0fb41267ba402
54a35a89 
3516f94b0fb57e93c6659d813cbf5fb3617dea7a667c78cb70a1914
306327906 
41b6d26926706bb68530ddff234f69757e3bbef91c47eb0255313ed
86cb3f806 
44223e5abd106c077908f03c93b8c8baee7d630f1718f9750f16b78
6cf88fd06 
553e0763cf3a938b5754c9d89939a118abe0b235e4be6920c34f56
2bd758e586 
5a62abc0a2208679e414cc71d1f36ffa14b48df2b73ac520e45d557
ad77dd004 
6770f815480d7cfa0a6fc8599c08ca6013f608d257a2121233e7737
4e21c53f8
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TYPE VALUE

SHA256

6cb815863088a0ad367b2a525a572323600596f6875a79536aee57
202ef24fd5 
6f017ad84d0d06f50b6213a0742838b5ec510f3d06f96e0300048f2
da6a35c41 
7394ab0ed6d1f62e83fc5f8f1eb720ddd07cbd2bcdf6a00b9b63ef60
18fa5f90 
7800a4fb0cbdf29815c521ea8b00a23e28d7eb365653f2afcfb55726
22727218 
7f6a1d6950a9464f27d8651a267563d4630d223bf7ac66851917a5
7f8fac6550 
84502fbe3e5172c39e9a97734e6caac79255abffcb55c22752620d9
08ff33940 
916b63b88de2549c4a5c8e13d51df4cf6996067ae30f24c8bb35c66
db7c061df 
968b28f7d6abb845f2cc7efa93cdcf7660585e22d589267695726de
13afea260

IPV4

39.101.194[.]61
47.92.138[.]241
106.14.184[.]148
180.119.234[.]147

Domains
alidocs.dingtalk[.]com.wswebpic[.]com 
csc.zte[.]com.cn.wswebpic[.]com 
taoche[.]cn.wswebpic[.]com 

URLs

hxxp://47.92.138[.]241:8090/update.exe 
hxxp://47.92.138[.]241:8000/agent.exe 
hxxp://47.92.138[.]241:8000/update.exe 
hxxp://47.92.138[.]241:8000/ff.exe 
hxxp://47.92.138[.]241:8000/aa.exe 
hxxp://47.92.138[.]241:8000/runas.exe 
hxxp://47.92.138[.]241:8090/a.exe 
hxxp://47.92.138[.]241:8000/t.exe 
hxxp://47.92.138[.]241:8000/po.exe 
hxxp://47.92.138[.]241:8080/t.exe 
hxxp://47.92.138[.]241:8899/t.exe 
hxxp://47.92.138[.]241:8000/logo.png 
hxxp://47.92.138[.]241:8080/t.png 
hxxp://47.92.138[.]241:8000/frp.exe

References

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/hydrochasma-
asia-medical-shipping-intelligence-gathering

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/hydrochasma-asia-medical-shipping-intelligence-gathering
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/hydrochasma-asia-medical-shipping-intelligence-gathering
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More at www.hivepro.com

What Next?
At Hive Pro, it is our mission to detect the most likely threats to 
your organization and to help you prevent them from happening. 

Book a free demo with HivePro Uni5: Threat Exposure Management 
Platform.

https://www.hivepro.com/
https://www.hivepro.com/
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