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Summary
First Appearance: July 2022
Actor Name: YoroTrooper
Target Countries: Europe and CIS countries 
Target Sectors: Energy and Government
Malware: Warzone RAT/AveMaria, LodaRAT,  and Stink stealer 
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Actor Map

YoroTrooper
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Actor Group

NAME ORIGIN TARGET COUNTRIES TARGET INDUSTRIES

YoroTrooper

Unknown

Europe and CIS countries 
Energy and Government

MOTIVE

Espionage and 
Information theft

Actor Details

#1

A new threat actor named "YoroTrooper,“ has been conducting
espionage campaigns since at least June 2022. The group's main
motivation appears to be espionage, and they register malicious
domains or typo-squatted domains to trick their victims. The group
primarily targets government or energy organizations in Azerbaijan,
Tajikistan, Kyrgyzstan, and other Commonwealth of Independent States
(CIS) countries.

They have also successfully compromised accounts from two
international organizations, including a critical European Union (EU)
healthcare agency and the World Intellectual Property Organization
(WIPO). YoroTrooper's tools include Python-based custom-built and
open-source information stealers, such as Stink stealer they deploy
commodity malware Warzone, and LodaRAT, for remote access. The
group's operators are likely Russian language speakers, and they have
targeted individuals speaking that specific language.

#2
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Recommendations 
Security Leaders
Phishing simulations and routine education and awareness training and 
communications rarely account for MFA fatigue and web browser hygiene. 
Integrate and communicate all lessons learned. 

Security Engineers
• Uni5 Users: This is an actionable threat advisory in HivePro Uni5. Prioritize 

and block all indicators attributed to the threat actor through your 
Command Center. Test your controls with Uni5’s Breach & Attack 
Simulation.

• All Engineers: Refer to and action upon the ’Potential MITRE ATT&CK TTPs’ 
& ‘Indicators of Compromise (IoC)’ on the following pages.

Potential MITRE ATT&CK TTPs

TA0042
Resource Development

TA0001
Initial Access

TA0007
Discovery

TA0008
Lateral Movement

TA0011
Command and Control

TA0003
Persistence

TA0005
Defense Evasion

TA0040
Impact

TA0004
Privilege Escalation

TA0006
Credential Access

TA0009
Collection

TA0010
Exfiltration

T1059
Command and Scripting 
Interpreter

T1003
OS Credential Dumping

T1036
Masquerading

T1027
Obfuscated Files or 
Information

T1056
Input Capture

T1057
Process Discovery

T1102
Web Service

T1113
Screen Capture

T1140
Deobfuscate/Decode
Files or Information,

T1496
Resource Hijacking

T1505
Server Software 
Component

T1547
Boot or Logon Autostart
Execution

T1566
Phishing

T1070
Indicator Removal

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0042/
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0040/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0009/
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1036/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1102/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1496/
https://attack.mitre.org/techniques/T1505/
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1070/
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Indicators of Compromise (IOCs)

TYPE VALUE

SHA256
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TYPE VALUE

SHA256
IPV4

162.33.177[.]195
172.105.215[.]208
172.86.75[.]220
192.153.57[.]67
193.149.129[.133
193.149.176[.]254
206.188.196[.]86
45.227.252[.]247
45.61.136[.]175
45.61.136[.]64
45.61.138[.]243
46.161.40[.]164
46.175.148[.]147
64.190.113[.]57
64.227.24[.]240
89.22.232[.]145
89.22.233[.]149
94.103.86[.]38
94.20.72[.]7

URLs

http://172[.]86[.]75[.]220/arxiv[.]rar
http://162[.]33[.]177[.]195/
http://168[.]100[.]11[.]137/
http://45[.]61[.]136[.]175/
http://mail[.]mfa[.]az-
link[.]email/+csco+0075676763663a2f2f31302e3130302e3230302e32++/+csco
+0075676763663a2f2f31302e3130302e3230302e32++/_task=login
http://143[.]198[.]80[.]235/upd[.]exe
http://172[.]86[.]75[.]220/02[.]08[.]2022[.]exe
http://172[.]86[.]75[.]220/123[.]hta
http://178[.]20[.]45[.]52/sec/pes[.]exe
http://193[.]149[.]176[.]254/file[.]exe
http://193[.]149[.]176[.]254/hstart[.]exe
http://212[.]24[.]106[.]218/spoolsv[.]exe
http://45[.]61[.]136[.]64/update[.]exe
http://45[.]61[.]137[.]32/attachments/download/02[.]08[.]2022[.]exe
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TYPE VALUE

URLs

http://45[.]61[.]137[.]32/Scanned_document[.]exe
http://45[.]61[.]137[.]32/svvhost[.]rar
http://45[.]61[.]137[.]32/www[.]exe
http://89[.]22[.]233[.]149/ms7[.]hta
http://89[.]22[.]233[.]149/Spisok_sotrudnikov_1_chast[.]exe
http://94[.]103[.]86[.]38/file[.]exe
http://94[.]103[.]86[.]38/ms1[.]hta
http://94[.]103[.]86[.]38/wz[.]exe
http://account[.]mail[.]ru[.]sigriup[.]site/
http://account[.]nail[.]ru[.]horme[.]info/
http://becloud[.]website/svchest[.]exe
http://e[.]mail[.]ru[.]autn[.]tech/
http://e[.]mail[.]ru[.]portal-inbox[.]com/
http://e[.]nail[.]ru[.]imbox[.]link/home/files/%D0%98%D0%BD%D1%84%D0%BE
%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE
%D0%B5%20%D0%BF%D0%B8%D1%81%D1%8C%D0%BC%D0%BE[.]rar
http://iacis[.]ru/download/spoolsv[.]exe
http://iacis[.]ru/log/spoolsv[.]exe
http://mfa-tj[.]download/26478_0001[.]rar
https://45[.]61[.]139[.]224/
https://api[.]telegram[.]org/bot5885840251:AAG8HoCjrI1QANXkA4oqnJ60lgPP7
w86Clg/sendMessage?chat_id=5683385422
https://api[.]telegram[.]org/bot5974645737:AAEj2Y0MFGEHmvrFSINWeZcAsbju
UkLysnA/sendMessage?chat_id=5683385422
https://attachment-posts[.]cc/files[.]rar
https://becloud[.]website/obfuscated_compressed_some[.]exe
https://becloud[.]website/svchest[.]exe
https://capitaltrust[.]uz/file[.]pdf
https://capitaltrust[.]uz/lsaasc[.]exe
https://capitaltrust[.]uz/lsaca[.]exe
https://capitaltrust[.]uz/lsacs[.]exe
https://capitaltrust[.]uz/s[.]hta
https://capitaltrust[.]uz/stel[.]hta
https://cloud[.]archive-downloader[.]com/lsacs[.]exe
https://cloud[.]archive-downloader[.]com/s[.]hta
https://e-aks[.]uz/file[.]pdf
https://e-aks[.]uz/lsacs[.]exe
https://e-aks[.]uz/s[.]hta
https://e[.]nail[.]ru[.]imbox[.]link/
https://iacis[.]ru/download/spoolsv[.]exe
https://iacis[.]ru/log/spoolsv[.]exe
https://mail[.]mfa[.]az-
link[.]email/+CSCO+0075676763663A2F2F31302E3130302E3230302E32++/+CS
CO+0075676763663A2F2F31302E3130302E3230302E32++/_task=login/
https://mfa-tj[.]download/lo[.]hta
https://portal-inbox[.]com/
https://telegram[.]akipress[.]news/1r[.]exe
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TYPE VALUE

Domains

akipress[.]news,
archive-downloader[.]com,
attachment-posts[.]cc,
becloud[.]cc,
becloud[.]website,
belaes[.]by[.]authentication[.]becloud[.]cc,
belstat[.]gov[.]by[.]attachment-posts[.]cc,
capitaltrust[.]uz,
cloud[.]archive-downloader[.]com,
doc[.]az-link[.]email,
docscpcpipe[.]inro[.]link,
download[.]az-link[.]email,
e-aks[.]uz,
e[.]login[.]mail-ru[.]link,
e[.]mail[.]ru[.]autn[.]tech,
e[.]mail[.]ru[.]mypolicy[.]top,
e[.]mail[.]ru[.]portal-inbox[.]com,
e[.]nail[.]ru[.]imbox[.]link,
account[.]mail[.]ru[.]sigriup[.]site,
account[.]nail[.]ru[.]horme[.]info,
account[.]nail[.]ru[.]inro[.]link,
accountyandex[.]inro[.]link,
hbfyewtuvfbhsbdjhjwebfy[.]net,
hse[.]ru[.]attachment-posts[.]cc,
imbox[.]link,
industry[.]tj[.]mypolicy[.]top,
mail[.]agro[.]gov[.]kg[.]openingfile[.]net,
mail[.]belaes[.]by[.]authentication[.]becloud[.]cc,
mail[.]economy[.]qov[.]az-link[.]email,
mail[.]g-cloud[.]by[.]authentication[.]becloud[.]cc,
mail[.]gov[.]az-link[.]email,
mail[.]hse[.]ru[.]attachment-posts[.]cc,
mail[.]iacis[.]ru[.]autn[.]tech,
mail[.]mfa[.]az-link[.]email,
mail[.]mfa[.]gov[.]kg[.]openingfile[.]net,
mail[.]mgimo[.]ru[.]sigriup[.]site,
mail[.]ru[.]authentification[.]becloud[.]cc,
mailacgov[.]inro[.]link,
mailaviacomplect[.]inro[.]link,
maileecommission[.]inro[.]link,
mfa-tj[.]download,
minsk[.]gov[.]by[.]attachment-posts[.]cc,
moscpcpipe[.]inro[.]link,
mypolicy[.]top,
newint[.]mid[.]ru[.]owaut[.]ru,
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TYPE VALUE

Domains

openingfile[.]net,
portal-inbox[.]com,
rnail[.]iterrf[.]ru[.]inro[.]link,
rnail[.]mintrans[.]gov[.]ru[.]inro[.]link,
rnail[.]rnid[.]ru[.]inro[.]link,
srm[.]mfa[.]tj[.]uzdaily[.]news,
sts[.]mfa[.]gov[.]tr[.]mypolicy[.]top,
true[.]az-link[.]email,

References

https://blog.talosintelligence.com/yorotrooper-espionage-campaign-cis-turkey-europe/

https://github.com/Cisco-Talos/IOCs/blob/main/2023/03/YoroTrooper.txt

https://blog.talosintelligence.com/yorotrooper-espionage-campaign-cis-turkey-europe/
https://github.com/Cisco-Talos/IOCs/blob/main/2023/03/YoroTrooper.txt
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What Next?
At Hive Pro, it is our mission to detect the most likely threats to 
your organization and to help you prevent them from happening. 

Book a free demo with HivePro Uni5: Threat Exposure Management 
Platform.

https://www.hivepro.com/
https://www.hivepro.com/
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