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Summary

HiveForce Labs recently made several significant discoveries related to cybersecurity
threats. Over the past week, they identified a total of five attacks that were executed.
Additionally, HiveForce Labs identified four different adversaries that were actively
carrying out these attacks.

Interestingly, six vulnerabilities were exploited, out of which two were Command
Injection Vulnerabilities discovered in Cisco products, while the remaining four were
older vulnerabilities.

Apart from these threats, the number of strikes by ransomware groups has increased.
Rorschach/BabLock and Money message ransomware were among these ransomware
groups. All these attacks were observed to be on the rise, posing a significant threat.

Celebrity
Vulnerability

Exploited
Vulnerability

Zero - Day
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https://www.hivepro.com/multiple-command-injection-vulnerabilities-found-in-cisco-epnm-ise-and-prime-infrastructure/
https://www.hivepro.com/multiple-command-injection-vulnerabilities-found-in-cisco-epnm-ise-and-prime-infrastructure/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/
https://www.hivepro.com/multiple-command-injection-vulnerabilities-found-in-cisco-epnm-ise-and-prime-infrastructure/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/

1 High Level Statistics

5

Attacks
Executed

* AlienFox

* ShellBot

* Moobot

* Rorschach/Ba
bLock
Ransomware

* Money
Message

Ransomware
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Vulnerabilities
Exploited

CVE-2022-27926
CVE-2021-35394
CVE-2022-46169
CVE-2022-41352
CVE-2023-20121
CVE-2023-20122

4

Adversaries in
Action

APT 43
Winter Viver
Rorschach/Ba
bLock
Ransomware

Money

Message
Ransomware



https://www.hivepro.com/a-modular-alienfox-toolkit-used-in-cloud-based-email-and-web-hosting-service-attacks/
https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/
https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/
https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/
https://www.hivepro.com/winter-vivern-apt-targets-eu-with-zimbra-flaw/
https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/multiple-command-injection-vulnerabilities-found-in-cisco-epnm-ise-and-prime-infrastructure/
https://www.hivepro.com/multiple-command-injection-vulnerabilities-found-in-cisco-epnm-ise-and-prime-infrastructure/
https://www.hivepro.com/unraveling-north-koreas-cyber-espionage-group-apt43-targeting-geopolitical-interests/
https://www.hivepro.com/winter-vivern-apt-targets-eu-with-zimbra-flaw/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/
https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/
https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/

% Insights

2 Zimbra

Collaboration

Vulnerabilities found
out of which oneis

zero-day

Moobot

is a variant of the

Mirai botnet

Money Message

Ransomware group that targets
victims all over the world
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Two Cisco

Command Injection Vulnerabilities found in Cisco
EPNM, Cisco ISE, and Cisco Prime Infrastructure

Ransomware

Rorschach/BabLock

Highly effective ransomware demands
ransom amounts $50000 to $1000000

APT43

North Korean group
targeting geopolitical
interests

Winter Vivern
APT

Targets Europe and
NATO countries with
Zimbra flaw



9 Targeted Countries

Most

Least

n Bureau of Statistics, GeoNames, Microsoft, Navinfo, OpenStreetMap, TomTom

Countries Countries Countries Countries Countries

Belgium . Italy . Dominican Republic . Uganda - Zimbabwe

Norway - Oman
Romania - Kuwait
Albania - Vietnam
Slovenia - China
Sweden - Brazil
Poland i

Bulgaria . Estonia . El Salvador
Portugal . Luxembourg . Central African
Republic
Croatia . Serbia . Equatorial Guinea . Colombia
Slovakia . Malta . Solomon Islands . South Africa
Germany . France . Eritrea . Sri Lanka

Spain . Monaco . Trinidad and . Cyprus

United States . Bosnia and

Tobago .
Herzegovina . Bahrain S
North Macedonia . Montenegro . . . Indonesia
) . Namibia
United Kingdom .5witzerland . . . Iran
. Eswatini - - .. .
Denmark . Netherlands United Arab Akrotiri and Dhekelia
North Korea Emirates
. Greece .Turke
4 . Ethiopia . Iraq

- Hong Kong
. Finland . Canada
. Papua New Guinea . Bhutan
. Iceland -Turkmenistan
Andorra . .
. Fiji Myanmar .
HUDERLY . Liechtenstein .
Russia Israel
. Ireland . . - Uzbekistan
Lithuania -
. Bangladesh Nigeria X X
Wlsanmarino g,
. Sierra Leone .Jordan
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i Targeted Industries
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71203 T1059 T1059.001 T1027 11082
Exploitation Command and PowerShell Obfuscated System _
for Client Scripting Files or In.format|on
Execution Interpreter Information Discovery
11608 11518 11057 11070 11041
Epr0|.ta.\t|on Software Process Indicator Exfiltration
for Privilege Discovery Discovery Removal Over C2
Escalation Channel
T1566 T1055 T1021 T1071 T1560
Phishing Process Remote Application Archive
Injection Services Layer Protocol Collected Data
T1497 T1486 71053 T1547.001 T1574
Virtualization/ Data N Registry Run Hijack
Sandbox oeline) Keys / Startup Execution Flow
Encrypted for Task/Job
Evasion Impact Folder


https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1203/
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1070
https://attack.mitre.org/techniques/T1057
https://attack.mitre.org/techniques/T1574
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1518
https://attack.mitre.org/techniques/T1560
https://attack.mitre.org/techniques/T1021
https://attack.mitre.org/techniques/T1059/001
https://attack.mitre.org/techniques/T1055
https://attack.mitre.org/techniques/T1041
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1068/
https://attack.mitre.org/techniques/T1497

X Attacks Executed

NAME

AlienFox

TYPE

Modular Toolkit

ASSOCIATED
ACTOR

IOCTYPE

SHA1

URLs

OVERVIEW DELIVERY METHOD  TARGETED CVEs

Compromise email

AlienFox is a toolkit used and web hosting services

by attackers to target

err\:ail and web hos'fcging IMPACT PA:;ED(':ICE-:-)S
services,

particularly cloud-based -

and software-as-a- Collecting credentials for

service (SaaS) email multiple cloud service PATCH LINK

hosting services providers
VALUE

c0184407dcbec911a325d41e9a9efldbed524fe5
41a2cab42a08adf93b5adaleafb75d5b4f496853
3cb5b4182ef6e8174f87c8ed3551f91b72c47370

https://t[.1co/OLjXP5IJFn
https://t[.]co/dxSqA1kGrF

The 10Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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https://www.hivepro.com/a-modular-alienfox-toolkit-used-in-cloud-based-email-and-web-hosting-service-attacks/

NAME

ShellBot (aka
PerlBot, DDoS Perl

IrcBot)
TYPE

Botnets

ASSOCIATED
ACTOR

IOCTYPE

SHA256

IPV4

OVERVIEW DELIVERY METHOD  TARGETED CVEs

Exploiting Cacti and CVE-2021-35394
Realtek vulnerabilities CVE-2022-46169

AFFECTED

IMPACT PRODUCTS

Realtek SDK: 2.0
Realtek Jungle

ShellBot is a type of SDK:
malware coded in Perl 3.0-3.4T-CT
and utilizes the Internet Realtek Luna SDK:
Relay 1.3.2; cacti: before
Chat (IRC) protocol to 1.1.19-

] . 2.20
communicate with the Remote attackers gain

server, also known as control of the vulnerable PATCH LINK

PerlBot. systems
https://www.realt

ek.com/en/cu-1-
en/cu-1-taiwan-en;
https://github.co

m/Cacti/cacti/sec
urity/advisories/G

HSA-6p93-p743-

35gf

VALUE

c05cf5b2c94edd15c40dblce52f97bdc09ec61e78386c8878b15515¢chde99528
47ac3a2c51fc64479ceffle842a414bcl1dc59b9dcdbd3dd1bf011e243f91ffa
0c67234ce88958c9319ca%a8f8fdc4b48690136871515324509ac956704f1373
b7d62d1a145ddda241e624ef94ab31fccalal3f79e130d0a704586e35745282a

104[.]244][.]76][.]105

The I0Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf

NAME OVERVIEW DELIVERY METHOD  TARGETED CVEs

Exploiting Cacti and CVE-2021-35394
Realtek vulnerabilities CVE-2022-46169
Moobot

AFFECTED

IMPACT PRODUCTS

TYPE

Botnets Realtek SDK: 2.0
Realtek Jungle
SDK:
ASSOCIATED 3.0-3.4T-CT

ACTOR MOObO.t' !S 2 TG G Realtek Luna SDK:
the Mirai botnet that .
1.3.2; cacti: before

aims to
. 1.1.19-
exploit exposed 2.20
networking devices. Remote attackers gain '
control of the vulnerable

systems PATCH LINK

https://www.realt
ek.com/en/cu-1-
en/cu-1-taiwan-en;
https://github.co
m/Cacti/cacti/sec
urity/advisories/G
HSA-6p93-p743-

35gf

IOCTYPE VALUE

Bclded2f3a9fc50614a159b3971a26868e6a5b09a6f6bab5d6beelb05335e69
55048b3df95d4dbb681be32cfe6c9e4al128045917c49da9ff1c30723debc1854
SHA256 661f0fb1cf928c40333eaefc86522ddc74c7b96a8e32b93ed8153b8244d66721
D3b13f71e7637d7118ac3e170d33b3bbb15814357e21fa3318b4bf7ecbebdc7b
0d4be7af347f2cb80dcd71cd94f1f39a6f3dbe71765d824bb0d66c11b8759cd7

The I0Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf

NAME

Rorschach/bablo

ck

TYPE

Ransomware

ASSOCIATED

ACTOR

Rorschach/babloc

k

IOCTYPE

MD5

SHA256

OVERVIEW DELIVERY METHOD  TARGETED CVEs

Malicious email CVE-2022-
attachment 41352
AFFECTED
Rorschach is a new and IMPACT
highly effective PRODUCTS
ransomware that uses a Zimbra
hybrid-cryptography Collaboration(zCS)
scheme and fast thread Data Theft, Compromise
scheduling via I/O of Sensitive Information
‘ ¢ PATCH LINK
completion ports. and Potential Financial
Losses https://wiki.zimbra.
com/wiki/Security
Center
VALUE

2237ec542cdcd3eb656e86e43b461cdl
4303423c77fe2c8d979caca58a64ad6c
6bd96d06cd7c4b084fe9346e55a81cf9

38c610102129be21d8d99ac92f3369c6650767ed513e5744c0cda54e68b
33812
€14b88795bde45cf736c8363c71a77171aa710ad4e7fa9ce38470082cb1bd
adbb

The 10Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://wiki.zimbra.com/wiki/Security_Center
https://wiki.zimbra.com/wiki/Security_Center
https://wiki.zimbra.com/wiki/Security_Center

NAME

Money Message

TYPE

Ransomware

ASSOCIATED
ACTOR

Money Message

IOCTYPE

URLs

SHA256

SHA1

MD5

OVERVIEW DELIVERY METHOD  TARGETED CVEs

'Money Message' is a new

ransomware group that IMPACT AFFECTED
targets victims all over PRODUCTS
the )
world, demanding Data Theft, Compromise
million-dollar ransoms to  of Sensitive Information,
avoid data leaks and and Potential Financial PATCH LINK
deliver a decryptor. Losses
VALUE

hxxp[:]//blogvl7tjyjvsfthobttze52w36wwiz34hrfcmorgvdzb6hikucb7a
gd[.]Jonion

dc563953f845fb88c6375b3e9311ebed49ce4bcd613f7044989304c8d
e384dac,4f8bd37851b772ee91ba54b8fd48304a6520d49ea4a81d751

456e5cb1739cb5f29020d1a692289a5af07ce90d

400fa5d02c1ac704cd290d959b725e67

The 10Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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https://www.hivepro.com/money-message-ransomware-strikes-with-million-dollar-demands/

(¥ Vulnerabilities Exploited

CVE ID

CVE-2023-20121

NAME

Cisco EPNM,
Cisco ISE, and
Cisco Prime
Infrastructure
Command
Injection
Vulnerability

CVE ID

CVE-2023-20122

NAME

Cisco ISE

Command

Injection
Vulnerability

THREAT DIGEST+ WEEKLY

CELEBRITY VULNERABILITY

>

ZERO-DAY

>

CISA KEV

o

CWE ID

CWE-77

CELEBRITY VULNERABILITY

o

ZERO-DAY

o

CISA KEV

o

CWE ID

CWE-77

AFFECTED PRODUCTS

Evolved Programmable
Network (EPN)
Manager:7.0
Cisco Identity Services
Engine (ISE): 3.2
Cisco Prime
Infrastructure:3.9 - 3.10

AFFECTED CPE

cpe:2.3:a:cisco_syst
ems:evolved_progr
ammable_network_

. * . *
ASSOCIATED TTPs

T1059: Command and
Scripting Interpreter;
T1068: Exploitation for
Privilege Escalation

AFFECTED PRODUCTS

Cisco Identity Services
Engine (ISE): 3.2

AFFECTED CPE

cpe:2.3:a:cisco_syst
ems:cisco_identity

services_engine:3.2

ASSOCIATED TTPs

T1059: Command and
Scripting Interpreter;
T1068: Exploitation for
Privilege Escalation

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOM
WARE

PATCH LINK

https://sec.cloudap
ps.cisco.com/securi
ty/center/resources
/security vulnerabil
ity policy.html#ssu

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOM
WARE

PATCH LINK

https://sec.cloudap
ps.cisco.com/securi
ty/center/resources
/security vulnerabil
ity policy.html#ssu

13


https://www.hivepro.com/multiple-command-injection-vulnerabilities-found-in-cisco-epnm-ise-and-prime-infrastructure/
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://www.hivepro.com/multiple-command-injection-vulnerabilities-found-in-cisco-epnm-ise-and-prime-infrastructure/
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu

CVE ID

CVE-2021-35394

NAME

Realtek Jungle
SDK Remote
Code Execution
Vulnerability

CVE ID

CVE-2022-27926

NAME

Zimbra
Collaboration
(ZCS) Cross-Site
Scripting (XSS)
Vulnerability

THREAT DIGEST+ WEEKLY

CELEBRITY VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-77
CWE-787

CELEBRITY VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-79

AFFECTED PRODUCTS

Realtek SDK: 2.0
Realtek Jungle SDK:
3.0-3.4T-CT
Realtek Luna SDK:
1.3.2

AFFECTED CPE

cpe:2.3:a:realtek:realtek
*:*

ASSOCIATED TTPs
T1059: Command and

Scripting Interpreter;
T1203: Exploitation for
Client Execution

AFFECTED PRODUCTS

Zimbra Collaboration:
9.0.0 P23

AFFECTED CPE

cpe:2.3:a:zimbra:collabo
ration:9.0.0;-;%;* * * * *

ASSOCIATED TTPs

T1059: Command and
Scripting Interpreter

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOM
WARE

Shellbot and
Moobot

PATCH LINK

https://www.realte
k.com/en/cu-1-
en/cu-1-taiwan-en

ASSOCIATED
ACTOR

Winter Vivern

ASSOCIATED
ATTACKS/RANSOM
WARE

PATCH LINK

https://wiki.zimbra
.com/wiki/Zimbra

Releases/9.0.0/P24

14


https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
https://www.hivepro.com/winter-vivern-apt-targets-eu-with-zimbra-flaw/
https://wiki.zimbra.com/wiki/Zimbra_Releases/9.0.0/P24
https://wiki.zimbra.com/wiki/Zimbra_Releases/9.0.0/P24
https://wiki.zimbra.com/wiki/Zimbra_Releases/9.0.0/P24

CVE ID

CVE-2022-41352

NAME

Zimbra
Collaboration
(zCs)
Arbitrary File
Upload
Vulnerability

CVE ID

CVE-2022-46169

NAME

Cacti Command
Injection
Vulnerability

THREAT DIGEST+ WEEKLY

CELEBRITY VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-434

CELEBRITY VULNERABILITY

ZERO-DAY

CISA KEV

CWE ID

CWE-77
CWE-74

AFFECTED PRODUCTS

Zimbra
Collaboration(ZCS)

AFFECTED CPE

cpe:2.3:a:zimbra:collabo
ration:8.8.15:-

ASSOCIATED TTPs

T1608.001: Stage
Capabilities: Upload
Malware

AFFECTED PRODUCTS

cacti: before 1.1.19-
2.20

AFFECTED CPE

cpe:2.3:a:cacti:cacti:*:*:

ASSOCIATED TTPs

T1202: Indirect
Command Execution

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOM
WARE

Rorschach/BabLock
Ransomware

PATCH LINK

https://wiki.zimbra
.com/wiki/Security
Center

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOM
WARE

ShellBot and
Moobot

PATCH LINK

https://github.com

/Cacti/cacti/securit

y/advisories/GHSA-
6p93-p743-35gf

15


https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://wiki.zimbra.com/wiki/Security_Center
https://wiki.zimbra.com/wiki/Security_Center
https://wiki.zimbra.com/wiki/Security_Center
https://www.hivepro.com/botnets-actively-exploited-realtek-and-cacti-flaws/
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf

¢ Adversaries in Action

NAME ORIGIN TARGETED TARGETED
INDUSTRIES COUNTRIES
Mol eree NGOs, Education,
MOTIVE Governments, Media and United States,
entertainment, Construction,  Germany, Belgium,
Materials, Defense, United Kingdom,
_ Aerospace, Telecoms, High- Sweden, Norway,
APT43 Informatpn theft tech , Pharmaceuticals, Thailand, South
I and espionage Consulting and Korea, Japan

Professional services

ASSOCIATED AFFECTED
TARGETEDCVES  ATTACKS/RANSOMWARE ~ PRODUCTS

TTPs

T1566 Phishing;T1566.001 Spearphishing Attachment;T1566.002 Spearphishing Link;Resource
Development;T1583.003 Virtual Private Server;T1584 Compromise Infrastructure;T1588.003 Code
Signing Certificates;T1588.004 Digital Certificates;T1608.003 Install Digital Certificate;T1608.005 Link
Target;T1047 Windows Management Instrumentation;T1053.005 Scheduled Task;T1059 Command
and Scripting Interpreter;T1059.00: PowerShell;T1059.003 Windows Command Shell;T1059.005 Visual
Basic;T1059.007 JavaScript;T1129 Shared Modules;T1203 Exploitation for Client Execution;T1204.001
Malicious Link;T1204.002 Malicious File;T1569.002 Service Execution;Command and
Control;T1071.001 Web Protocols;T1071.004 DNS;T1090.003 Multi-hop Proxy;T1095 Non-Application
Layer Protocol;T1102 Web Service;T1102.002 Bidirectional Communication;T1105 Ingress Tool
Transfer;T1132.001 Standard Encoding;T1573.002 Asymmetric Cryptography;T1007 System Service
Discovery;T1010 Application Window Discovery;T1012 Query Registry;T1016 System Network
Configuration;T1033 System Owner/User Discovery;T1057 Process Discovery;T1082 System
Information Discovery;T1083 File and Directory Discovery;T1087 Account Discovery;T1518 Software
Discovery;T1614.001 System Language Discovery;T1056.001 Keylogging;T1113 Screen Capture;T1115
Clipboard Data;T1213 Data from Information Repositories;T1560 Archive Collected Data;T1560.001
Archive via Utility;T1137 Office Application Startup;T1505.00 Web Shell;T1543.003 Windows
Service;T1547.001: Registry Run Keys / Startup Folder;T1547.004 Winlogon Helper DLL;T1547.009
Shortcut Modification;T1027 Obfuscated Files or Information;T1027.001 Binary Padding;T1027.002
Software Packing;T1027.005 Indicator Removal from Tools;T1027.009 Embedded Payloads;T1036
Masquerading;T1036.001 Invalid Code Signature;T1036.007 Double File Extension;T1055 Process
Injection;T1055.001 Dynamic-link Library Injection;T1055.003 Thread Execution Hijacking;T1070.004
File Deletion;T1070.006 Timestomp;T1112 Modify Registry;T1134 Access Token Manipulation;T1140
Deobfuscate/Decode Files or Information;T1218.005 Mshta;T1497 Virtualization/Sandbox
Evasion;T1497.001 System Checks;T1548.002: Bypass User Account Control;T1553.002 Code
Signing;T1564.003 Hidden Window;T1564.007 VBA Stomping;T1620: Reflective Code Loading;T1622
Debugger Evasion;T1489 Service Stop;T1529 System Shutdown/Reboot;T1020 Automated
Exfiltration;T1110 Brute Force;T1555.003 Credentials from Web Browsers
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TARGETED TARGETED

NAME ORIGIN INDUSTRIES COUNTRIES
Unknown
Government,
<= ILOTAZ Telecommunications, Private £ 4 NATO
= Information businesses, military, urope an
theft and and diplomatic organizations
espionage
Winter Vivern (aka ASSOCIATED AFFECTED
Tad73anduac.  'AROETED CVES ATTACKS/RANSOMWARE PRODUCTS
0114)
Zimbra
CVZE;SSSZ- - Collaboration:
9.0.0 P23

TTPs

T1027: Obfuscated Files or Information;T1068: Exploitation for Privilege Escalation;T1134: Access
Token Manipulation;T1566: Phishing;T1555: Credentials from Password Stores;T1114: Email

Collection
TARGETED TARGETED
M2 QL INDUSTRIES COUNTRIES
Unknown
()
MOTIVE Worldwide except
i CIS countries
— Information theft
and espionage
Rorschach
Ransomware ( aka ASSOCIATED AFFECTED
BabLock) ERRCERERISE ATTACKS/RANSOMWARE PRODUCTS
CVE-2022- Rorschach/BablLock Zimbra
41352 Ransomware Collaboration(ZCS)
TTPs

T1552 Unsecured Credentials; T1106 Native API;T1569 System Services;T1027 Obfuscated Files or
Information;T1055 Process Injection;T1140 Deobfuscate/Decode Files or Information;T1615 Group
Policy Discovery;T1069 Permission Groups Discovery;T1083 File and Directory Discovery;T1059
Command and Scripting Interpreter;71059.001 Power Shell;T1069.002 Domain Groups;T1190
Exploit Public-Facing Application;T1053 Scheduled Task/Job;T1053.005 Scheduled Task;T1059.004
Unix Shell;T1078 Valid Accounts;T1055.002 Portable Executable Injection;T1562 Impair
Defenses;T1562.001 Disable or Modify Tools;T1564 Hide Artifacts;T1564.010 Process Argument
Spoofing;T1497 Virtualization/Sandbox Evasion;T1486 Data Encrypted for Impact;T1574 Hijack
Execution Flow;T1552.004 Private Keys;T1574.002 DLL Side-Loading
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https://www.hivepro.com/winter-vivern-apt-targets-eu-with-zimbra-flaw/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/
https://www.hivepro.com/a-new-rorschach-ransomware-threat-employing-hybrid-cryptography/

TARGETED

NAME ORIGIN INDUSTRIES
Unknown
MOTIVE BFSI,.Tr?nsportatiqn and
Logistics, Professional
Information Services, Airline, and
theft and Education
espionage
Money Message
Ransomware ASSOCIATED
TARGETED CVEs ATTACKS/RANSOMWARE

- Money Message Ransomware

TTPs

TARGETED
COUNTRIES

Worldwide

AFFECTED
PRODUCTS

T1204 User Execution, T1140 Deobfuscate/Decode Files or Information, T1562 Impair Defenses,
T1007 System Service Discovery, T1083 File and Directory Discovery, T1135 Network Share
Discovery, T1021 Remote Services, T1486 Data Encrypted for Impact, T1490 Inhibit System

Recovery

THREAT DIGEST+ WEEKLY
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S5 Recommendations

Security Teams

This digest can be utilized as a drive to force security teams to prioritize the 6
exploited vulnerability and block the indicators related to the threat actor Winter
Viver, APT43, and malware Shellbot and Moobot, Rorschach/BabLock and Money
Message Ransomware.

Uni5 Users

This is an actionable threat digest for HivePro Uni5 customers and they can get

comprehensive insights into their threat exposure and can action it effortlessly over

the HivePro Uni5 dashboard by

* Running a Scan to discover the assets impacted by the 6 exploited vulnerability.

» Testing the efficacy of their security controls by simulating the attacks related to
the threat actor Winter Viver, APT43, and malware Shellbot and Moobot,
Rorschach/BabLock and Money Message Ransomware in Breach and Attack
Simulation(BAS).
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N Threat Advisories

A Modular AlienFox Toolkit Used in Cloud-Based Email and Web Hosting Service Attacks

Unraveling North Korea's Cyber Espionage Group APT43 Targeting Geopolitical Interests

Winter Vivern APT targets EU with Zimbra flaw

Botnets Actively Exploited Realtek and Cacti Flaws

Multiple Command Injection Vulnerabilities Found in Cisco EPNM, ISE, and Prime Infrastructure

Money Message Ransomware Strikes with Million-Dollar Demands

A New Rorschach Ransomware Threat Employing Hybrid-Cryptography
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Appendix

Known Exploited Vulnerabilities (KEV): Software vulnerabilities for which there are

public exploits or proof-of-concept (PoC) code available, and for which there is a
high risk of potential harm to an organization's systems or data if left unaddressed.

Celebrity Vulnerabilities: Software vulnerabilities that have gained significant
attention and been branded with catchy names and logos due to their impact on
high-profile individuals and celebrities are also referred to as Celebrity Publicized
Software Flaws.

X Indicators of Compromise (I0Cs)

Attack Name TYPE VALUE

c0184407dcbec911a325d41e9a9efldbed524fe5
41a2cab42a08adf93b5adaleafb75d5b4f496853
3cb5b4182ef6e8174f87c8ed3551f91b72c47370
17592a2fdb8dae9c4c88f1fbf7e9c632129f98df
ab8d480c090ab8be0cdb0ff5bc0f59972845b125
15ade0df5b4e6a82ceec429a2673fd1ed011eb93
aa8be80db30c4f5a49c3e75254ef6d0101c37987
064734bc43ee2d83e8a275293d17fc925620bbal
9381¢30e29089639249e67b62f61c6df4869c6cl
fd5228889cd12f343236f7d51c98fab4db6c4763
fd3375553dda2347c0b383d8e800bfe4f93d3af0
F4ef68d3d2b58a58a82e00ebeaaed556e03328af
8e6e18ba7e251d31b46d17535010a8c583345b23
b3559eeac9a9caa840cc96980feObbd1c7da37d3
40df29a738fd5cab0face169d8a8426dff7d2d10
e663e24fc6aadbaae5bbf722a84097a6127f4066
c2f51b44e26ed4acadObeb887ac4d36f3e091e26a
4266bdb139ae6d22ddf98501cc3af280aa488b42
329328dc57acece8c47ab5c¢73f7b9c7e4e09981a
fc08c15dfd6074d80e1f8d777fb49f8c14b4af20
2a4672621f81f601882ad13f26d37dc8218bb06a
07289c56e65a98a85bc794374949aae98b819823
4ab401d4c490460fd457151f643b5ec7e594cd41
7848e53133f4470c29e33eeb6dd87f8f326c5fa38
7d7bad6282531521b9103817a38bff3a34b89428
15129436f5bab6c3eead9b2dfc4d0f0043438e013

AlienFox SHA1
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Attack Name TYPE

SHA1

AlienFox

URLs

THREAT DIGEST+ WEEKLY

VALUE

15aec55e56225700766d79b6fb9d212cced21951
ebdc60f33d22c4256ca6ab4058059db1d618ecll
894fd799168f9ff11e74ee37d5bec35387feef24
28de7d7fcd18471f53737fd8a3df3a23a34cf758
3ddb8dc53b6151ea036db3d2a5f34e5f5b39e044
cedad7ddlaacc515d8bdda04299ablebflba0d73
23abd146befe761337e5155a116138acf81331d9
ac265c12a4f08378e2519e290b0c45aladc7156f
b8dc12cc600aced9d34c463c5bf5edb53db605fb
4530675088afdcf2ec059510fc2a4905957c2a69
c3464926¢cf2075595c77dc5b3fbcf1f014c8046b
fc0479a3d1188384613f437f28e28614a6118e94
5¢9993e5d7468551c60e6dab488eccea7f4ef007
ece7e6727d2daa254e4d4abbe62744d6f3a2a2ef
afb7b010bafb9f7faf2b528f128ff24da94e0190
959e377131762ccb879c36c53e3b71473d3b72fd
48afb7ac8fdf6a8dad7601806a8028c61dad2eb?
23abd146befe761337e5155a116138acf81331d9
f5af939480fc86a086bc589047444b1c448ebb09
ac265c12a4f08378e2519e290b0c45aladc7156f
0f1583b56dd02fc200c7dae0d3c9b32b4278846b
74c4cfaledae5e87001c901214789cb0f0087031
ec5b2efe8eadfac7ceca545e25f06240bbf16960
9eb13d9a678cd2e78da41563b7461887ce5997b6
25bbdab06c72e81fac9abe76e0f00f9cd12770e4
e786fclfdfcb7be28650383eb33cdf6c90f1d033

https://t[.]Jco/OLjXP5lJFn
https://t[.]Jco/dxSqA1kGrF
https://t[.]Jco/p2DVjbmO0q;j
http://t[.]Jme/xMarvel_official
https://rtvsmkgfa3clrvgj6f-9fd73c[.]ingress-
daribow([.]Jeasywp[.Jcom/wp-admin/v1/1[.]Jphp
https://t[.Jme/xcatzechat
https://t[.Jme/tutorials_zone
https://t[.Jme/xxyz4
hostnamertvsmkgfa3clrvgj6f-9fd73c[.]ingress-
daribow[.]Jeasywp[.]Jcom
https://rentry[.]co/3cii9/raw
https://t[.Jme/DailyTools
https://t[.Jme/exploi7
https://t[.]Jme/FoxCyberSecurity
https://t[.Jme/inscamwetrust0
https://t[.Jme/official_xcatze
https://t[.]me/sendgrid_aws_smtp
https://t[.]Jme/Pegasus_Hub
https://t[.]Jme/spamworldpro
https://t[.Jme/toxiarc
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Attack Name TYPE

URLs
Winter Vivern
Domains
Rorschach/Bab
Lock
Ransomware SHA256

THREAT DIGEST+ WEEKLY

VALUE

hxxps|:]//oscpavanguard[.]Jcom/asn15180YHASIFHOP_ <redac
ted>_ASNfas21/auth.js
hxxps|[:]//oscpavanguard[.]Jcom/settingPoplmap/SettingupPO
PandIMAPaccounts.html
hxxps|:]//troadsecow[.]Jcom/cbzc.policja.gov.pl
hxxps[:]//bugiplaysec[.Jcom/mgu/auth.js
hxxps|[:]//nepalihemp[.Jcom/assets/img/images/623930va
hxxps|[:]//ocs-romastassec[.Jcom/redirect/?id=[target specific
ID]&url=[Base64 Encoded Hyperlink URL hochuzhit-
com.translate.goog/? x_tr_sl=auto& x tr_tl=en& x_tr_hl=e
n-US&x_tr_pto=wapp]
hxxps|[:]//ocspdep[.Jcom/inotes.sejm.gov.pl?id=[Target
SpecificSHA256 Hash]

ocspdep[.]Jcom
bugiplaysec[.]Jcom
oscp-avanguard[.Jcom
troadsecow[.]Jcom
nepalihemp[.]Jcom

38¢610102129be21d8d99ac92f3369c6650767ed513e5744c0
cda54e68b33812
e14b88795bde45cf736c8363c71a77171aa710ade7fa9ce3847
0082cb1bdadbb
7d62a33e9a2fedff6cf27aaal42ff15838a766ccd4a8d3264246
11e155442775
83052cc23c45ecaa09fe5c87fd650c7f8e708aead6756a2b9d4
52d40ce3b9c00
b711579e33b0df2143c7cb61246233c7f9b4d53db6a048427a
58c0295d8daflc
De5a53131225dd97040d48221d9afd98760f7ff2f55613f0d08
436891cab632b9
4874d336c5c7c2f558cfd5954655cacfc85bcfcb512a45fb0ff46
1ce9c38b8&6d
2fd264f58ba82a2675280ec8c6759612def2bcc62aab6160f5e2
3071f67bb67ab
03c41019faf7ed4cc26caldd3a2c41b2115e4c4ebd561402079b
c4a20256¢1813
88081a21e500e831d86666ca5d7a3d348f7c03bc5c471b6d17
d8b18a022f25be
aa48acaef62a7bfb3192f8a7d6e5229764618acladlbdlb5f6d
19a78864eb31f
b99d114b267ffd068c3289199b6df95a9f9e64872d6c2b666d6
3974bbce75bf2
66bcad0829a59c424d062b949c2a556b11c509b17515dffecb
9cbf65f13f3dch
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Attack Name TYPE VALUE

2237ec542cdcd3eb656e86e43b461cdl
MD5 4303423c77fe2c8d979caca58a64ad6e
6bd96d06cd7c4b084fe9346e55a81cf9

dcgyvpl@onionmail[.Jorg
DcgYvp@onionmail[.Jorg
dyhdsak@onionmail[.]org

Rorschach/Bab

Lock ! dyhdsakl@onionmail[.Jorg

R jzmc2t@tutanota[.Jcom
ansomware

jzmc2t@onionmail[.]org
Emails ngoueeb@onionmail[.]org
ngoueebl@onionmail[.]org
vvbured@onionmail[.]org
vvburedl@onionmail[.]org
wvpater@onionmail[.]Jorg
wvpaterl@onionmail[.]org

104[.]244[.]76[.]105
156[.]224[.]24[.]249
206[.]217[.]205[.]24
199[.]195[.]250[.]172
80[.]68[.]196].]6
85[.]239[.]133[.]32
46[.]101[.]183[.]162
49[.]212[.]234[.]206:3303
198([.]98].]61[.]106:8080

IPV4

apid[.]Jmutoujs[.]xyz

troon[.]dns[.]army
Shellbot botnet[.]goelites[.]cc
j[.]xnyidc[.]top
www/[.]xiaojue[.]cyou
bot[.]layer7[.]top
juice[.]baselinux[.]net:6667

Domains

c05cf5b2c94edd15c40dblce52f97bdc09ec61e78386c8878b1
5515cbde99528
47ac3a2c51fc64479ceffle842a414bcl11dc59b9dcdbd3dd1bfo
11e243f91ffa
SHA256 0c67234ce88958c9319ca%9a8f8fdc4b4869013687151532450

9ac956704f1373
b7d62d1al45ddda241e624ef94ab31fccalal3f79e130d0a704
586e35745282a
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Attack Name

Moobot

THREAT DIGEST

WEEKLY

TYPE

SHA256

VALUE

e2075d6b723d7daf2303af31e3970ed79d435e52b4338ee634
99¢4644332ea10,3dbead436ef3e00dcfb73608164e3d1ded9
434f8ee1679cd3a790e22c91cbel1,455314a186b4a%a1788e
2acb85a9b6b34fb0a7700d0decc6de056030fea543df,cd47c9d
b5e3ec59221361ca7459bb12a5a84014c1f8aa2e2bdad07ccb
37a4e29,9144c4768b457fb5384bc807d9e992671c25dbefe9d
2781672c018e1b4d8c36a,979bf642f67d5df2e8fab664c0bdech
€2954c9ced44f47122c71ad5f71a52aa0d,e2ff90f5bdf51da577
be88266cc9dc8be48f1776af46949dcdd2d54e4c84449f,0cb7
7fabcef38d5ec4ele64945bac8c33ea8e97346a3140e67ec30e
ecedc9ea0,0cd6a246eb6933bf5ac8639d8972e2c80dcdb7723
a15435a914cf6b5bd30af4c,cf1b136558e7b5faf6bfce3b460af
ed06e613ca6747257273571399d106dea2b,175b536d5c825b
78bd2567b836bb18046928f33f7ael1865afb66adfe064ebb81,
cdf1c2610bde8ae870bc083d06fb00balc3441c075fc6c26e9c
€9f93c9a3703f,903¢c340da7c6ef32b2e3098389748fc5d94e88
e61bfeea8a67313327f021fb9f,33aa8e731eca7ba0516268455
41f91fad6f69862aaldeaea7b80al5dae8d67bf,f473597e5fda
9051522a52¢78965d0eb050ff2971cfce8d359618elc136ad77
b,de5e60ab541838c4c3cb0bfd0733417f2fe4a19bac0868339
1022cdaabe263de,565d09c8fc9f712b82eae45a39029ac9969
04564cc08dae6306678081087e933,c33c66e7a161718da453
5b34078edb04600c5a06eble05fe514a5ad5ac149594,e356b
a8febae21fbbba785ade3220a666e3fae947c68093e05b01f0c
3f98e15f,7e4dadf93fbb7a01b55eadacbb40ae8d5e95f5b9592
e55f0fb2340d89fc78f17,ae2c71e3e177721c336f76946d24b9
5512accf677c87e829a31b315d56624df3,e1366976365db1f2
bffdc37d4e64e12f883f9a20e02b12d52b6al1b346b8f0692,abb
3d04a081ee199cfb5687361fbbca3fa2012f588832e05de0e21
874f162afd,5f0f2b2e3e839e50631b89cc2e9d980b337db417
cab51f21beb0a56043297a6f,7d2c0cbal8d51ed84e7a888d56
dbcb5e73c1d076ed5f8e5db2528f826601b2cc,9a067e32dd6¢
25053c302de7caf61cdc0f3982289eb91d06c449fe08a47fced
3,6804cebbf837d7¢5559519¢364cc0b20c4f9b514c74039321
bc69bcfdbfb5e93,947675c8b2a65bf9b38f4d3d15d108e0826f
570086¢6a758d3e02be9315dalcd,c05cf5b2c94edd15c40dbl
ce52f97bdc09ec61e78386c8878b15515chde99528,47ac3a2c
51fc64479ceffle842a414bc11dc59b9dcdbd3dd1bf011e243f9
1ffa,0c67234ce88958¢c9319ca9a8f8fdc4b4869013687151532
4509ac956704f1373,b7d62d1a145ddda241e624ef94ab31fcc
alal13f79e130d0a704586e35745282a
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Attack Name TYPE

IPV4
Moobot
Domains
URLs
MD5
Money
Message
Ransomware
SHA1
SHA256

THREAT DIGEST+ WEEKLY

VALUE

104[.]244[.176[.]105
156[.]224[.]24[.]249
206[.]217[.]205[.]24
199[.]195[.]250[.]172
80[.]68[.]196].]6
85[.]239[.]133[.]32
46[.]101[.]183[.]162
49[.]212[.]234[.]206:3303
198([.]98].]61[.]106:8080

apid[.]Jmutoujs[.]xyz
troon[.]dns[.]Jarmy
botnet[.]goelites[.]cc
jl.Ixnyidc[.]top
www/[.]xiaojue[.]cyou
bot[.]layer7[.]top
juice[.]baselinux[.]net:6667

hxxp[:]//blogvi7tjyjvsfthobttze52w36wwiz34hrfcmorgvdzb6hi
kucb7aqgd[.]onion
hxxp[:]//p6kxp556kkcbjdjsg24g3edmvr7v7ujecuychw4ibvghl6
wuomnrgbqd[.]Jonion/

400fa5d02c1ac704cd290d959b725e67
abe3c3cc45dec9c01762ba3e534564ed
163e651162f292028ca9a8d7f1ed7340

456e5cb1739cb5f29020d1a692289a5af07ce90d
3b4ecff980285461642cc4aef60d4alb9708453e
a85ff9091f298ea2d6823a7b0053daa08b237423

Dc563953f845fb88c6375b3e9311ebed49ced4bcd613f704498
9304c8de384dac
4f8bd37851b772ee91ba54b8fd48304a6520d49ea4a81d7515
70eab67ef0a9904
bbdac308d2b15a4724de7919bf8e9ffa713deab0ae3a482417c
44c60012a654b
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What Next?

At Hive Pro, it is our mission to detect the most likely threats to
your organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5:Threat Exposure Management
Platform.

Uni5 Threat

Exposure
Management
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