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Summary

HiveForce Labs recently made several significant discoveries related to cybersecurity
threats. Over the past week, the fact that there were a total of eight attacks executed,
taking advantage of different vulnerabilities in various systems, and involving five
different adversaries highlights the ever-present danger of cyber attacks.

Interestingly, out of these one vulnerability is part of the known exploited vulnerability
catalog by CISA.

Moreover, HiveForce Labs also found that Earth Longzhi was exploiting a five-year-old
vulnerability by deploying Croxloader.

Furthermore, we identified a new malware LOBSHOT that is being distributed through
Google Ads, as well as a new macOS malware Atomic Stealer that surfaced online.

Apart from these threats, there was also a new ransomware strain named Blackbit.
SideCopy Group resurfaced targeting the Indian defense sector using a framework
SILENTTRINITY. All these attacks were observed to be on the rise, posing a significant
threat to users all over the world.

B PUBLISHED EXPLOITED
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https://www.hivepro.com/tp-link-router-vulnerability-triggers-mirai-malware-infection/
https://www.hivepro.com/earth-longzhi-unleashes-new-stack-rumbling-tactic/
https://www.hivepro.com/earth-longzhi-unleashes-new-stack-rumbling-tactic/
https://www.hivepro.com/new-lobshot-malware-being-distributed-through-google-ads/
https://www.hivepro.com/new-atomic-stealer-macos-malware-steals-browser-cookies-and-cryptocurrency-wallets/
https://www.hivepro.com/new-blackbit-ransomware-targets-south-korea/
https://www.hivepro.com/sidecopy-resurfaces-to-target-indian-defense/
https://www.hivepro.com/sidecopy-resurfaces-to-target-indian-defense/

1 High Level Statistics

4 5

8

Vulnerabilities
Exploited

Adversaries in
Action

Attacks
Executed

* ViperSoftX  CVE-2023-24055 * FIN7

* POWERTRASH * CVE-2023-27532 1877 Team
Loader * CVE-2023-1389 « TA505

* Mirai Botnet * CVE-2018-5713 e Earth Longzhi

* LOBSHOT e SideCopy

* Croxloader

* Atomic Stealer

* BlackBit
ransomware

e SILENTTRINITY
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https://www.hivepro.com/new-version-of-vipersoftx-malware-targets-password-managers-and-cryptocurrency-wallets/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/tp-link-router-vulnerability-triggers-mirai-malware-infection/
https://www.hivepro.com/new-lobshot-malware-being-distributed-through-google-ads/
https://www.hivepro.com/earth-longzhi-unleashes-new-stack-rumbling-tactic/
https://www.hivepro.com/new-atomic-stealer-macos-malware-steals-browser-cookies-and-cryptocurrency-wallets/
https://www.hivepro.com/new-blackbit-ransomware-targets-south-korea/
https://www.hivepro.com/new-blackbit-ransomware-targets-south-korea/
https://www.hivepro.com/sidecopy-resurfaces-to-target-indian-defense/
https://www.hivepro.com/new-version-of-vipersoftx-malware-targets-password-managers-and-cryptocurrency-wallets/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/tp-link-router-vulnerability-triggers-mirai-malware-infection/
https://www.hivepro.com/earth-longzhi-unleashes-new-stack-rumbling-tactic/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/the-emergence-of-1877-team-and-rising-hacktivist-threat/
https://www.hivepro.com/new-lobshot-malware-being-distributed-through-google-ads/
https://www.hivepro.com/earth-longzhi-unleashes-new-stack-rumbling-tactic/
https://www.hivepro.com/sidecopy-resurfaces-to-target-indian-defense/

% Insights

Rosae  FIN7 Threat Group

targeting password Utiliziing POWERTRASH Loader to deploy
mantagers and various payloads, such as Carbanak,
cryptocurrency DICELOADER, and Cobalt Strike.

wallets

LOBSHOT Mirai Botnet

new maiware Exploiting TP-Link router vulnerability allows

that is being
distributed through attackers to execute commands and
Google Ads. infect devices

1877 Team Earth Longzhi

Unleashes a new

Primarily targeting the Middle technique of disabling
9 q . . security products
East, organizations in Africa, and called “stack rumbling"
Asia.
SideCopy

Threat Distribution

Targeting Indian
defense sector with
SILENTTRINITY
Framework

Downloader Infostealer Ransomware

B Remote Access Trojan B Framework H Botnet
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@ Targeted Countries

Most
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-Zimbabwe

- (\EIEWSE!

Least
Countries Countries Countries Countries
Saudi Arabia Senegal - Mongolia - Uganda
Yemen Mozambique - Eswatini -Guinea-Bissau
United Arab Canada -Namibia -Uzbekistan
Emirates Comoros - Ethiopia -Azerbaijan
Bahrain Burkina Faso - Nigeria - Morocco
Philippines Congo - Fiji - Indonesia
Cyprus Spain - Palestine - Myanmar
Thailand Cote d'lvoire - France -Algeria
Egypt - United Kingdom lSao Tome & - Nepal
Kuwait -Angola Principe - Bangladesh
India I Netherlands Il Gavon Il niger
Oman - Djibouti -Sierra Leone Benin
Iran B cabo Verde Il Gambia Il North Korea
Qatar B oR congo Il south korea iy
Iraq B somalia | [E Il Pakistan
Syria -Armenia lState of - Bhutan
Israel Il cameroon Palestine Il surundi
Turkey l Equatorial -Germany - Botswana
Japan Guinea Il Tajikistan Bl rwanda
Jordan lCentraI African -Ghana - Kazakhstan
Lebanon Republic Bl Toz0 Il rurkmenistan
Cambodia Bl critrea Bl Guinea Il vialdives
Kenya Bl south Africa Il aiwan Bl chad
Seychelles Bl 205 BMlLibya I vaii
Brazil [l south sudan Ml Tanzania Il united states
Singapore -Vietnam - Madagascar - Mauritania
Kyrgyzstan lsii Lanka Il timor-Leste Bl china
Afghanistan Bl unei Il valawi Il viauritius
Liberia Bl sudan Bl runisia Bl zambia

- Lesotho
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i Targeted Industries

Universities
Transportation
Tourism

elecommunication

Technology

Retail

Real Estate
Nonprofit

Media

manufacturing

Legal
Insurance
Healthcare

Government

Food Production
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% TOP MITRE ATT&CK TTPS

T1083

File and
Directory
Discovery

T1082

System
Information
Discovery

T1036
Masquerading

T1047

Windows
Management
Instrumentation

WEEKLY

T1070

Indicator
Removal

T1204

User
Execution

T1095
Non-
Application
Layer Protocol

T1574
Hijack
Execution
Flow

T1059
Command and
Scripting
Interpreter

T1071

Application
Layer Protocol

T1190

Exploit Public-
Facing
Application

T1016

System
Network
Configuration
Discovery

T1057

Process
Discovery

T1027
Obfuscated
Files or
Information

T1518

Software
Discovery

T1105

Ingress Tool
Transfer

T1564
Hide Artifacts

T1055

Process
Injection

T1588
Obtain
Capabilities

T1010
Application
Window
Discovery

Business Services


https://attack.mitre.org/techniques/T1047
https://attack.mitre.org/techniques/T1095
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1070
https://attack.mitre.org/techniques/T1057
https://attack.mitre.org/techniques/T1016
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1564
https://attack.mitre.org/techniques/T1036/
https://attack.mitre.org/techniques/T1105
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1055
https://attack.mitre.org/techniques/T1010/
https://attack.mitre.org/techniques/T1588
https://attack.mitre.org/techniques/T1574
https://attack.mitre.org/techniques/T1047/

X Attacks Executed

NAME OVERVIEW DELIVERY METHOD TARGETED CVEs
ViperSoftX Unknown CVE-2023-24055
ViperSoftX info stealer AFFECTED
TYPE malware primarily ULIGSU PRODUCTS
targeting
. KeePass 2.5x of
Info stealer cryptocurrencies,
. e before
using sophisticated
ASSOCIATED encryption techniques
ACTOR and monthly changes in PATCH LINK
command-and-control Data Theft
servers to evade https://sourceforge.
) detection. net/p/keepass/disc
ussion/329220/thre
ad/al46e5cf6b/
IOC TYPE VALUE

http://ahoravideo-schnellvpnl[.]xyz

URLs http://chatgigi2[.Jcom

d5799651ab7bb5939136addde222255f81e090c3¢c127d05727b71b3b2cbc9860
SHA256 Fle6821caa29aade550171d640ed5605556e7d074542eea5d5370168f2c09880
f310e01a9ed40b6563b88de23d560cf839079b503260eb86a7bc32160129170b

The 10Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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https://www.hivepro.com/new-version-of-vipersoftx-malware-targets-password-managers-and-cryptocurrency-wallets/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/

NAME

POWERTRASH
Loader

TYPE

Loader

ASSOCIATED
ACTOR

FIN7 (aka ITG14,
Gold Niagara,

Calcium, Navigator,
ATK 32, APT-C-11,

TAG-CR1)
IOC TYPE

IPV4

SHA1

The 10Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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OVERVIEW

POWERTRASH Loader is
a type of malware that
uses an obfuscated
PowerShell script to load
and execute a malicious
payload, leaving little
forensic evidence. It is
highly dangerous and
difficult to detect or
remove.

217[.]12.206.176
162[.]248.225.115

DELIVERY METHOD

Through reflective PE
injection

IMPACT

Data theft, installing
malware, remote
access to infected

system

VALUE

8687b6b1508a93556d6e30d14e5c4ee9971f2d80
b621f8c5e9033718b4e9d47a2f0ecch9783f612a
€5480a47172e3f75dbf0384f4ca82c7b47910e0f

TARGETED CVEs

CVE-2023-
27532

AFFECTED
PRODUCTS

Veeam Backup &
Replication, Veeam
Cloud Connect,
Veeam
Cloud Connect for
the
Enterprise & Veeam
Backup &
Replication
Community Edition

PATCH LINK

https://www.veeam.

com/kb4424


https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.veeam.com/kb4424
https://www.veeam.com/kb4424

NAME

=
o

TYPE

Botnet

ASSOCIATED
ACTOR

IOCTYPE

SHA256

NAME

LOBSHOT

TYPE

Infostealer

ASSOCIATED
ACTOR

TA505

IOCTYPE
IPV4
SHA256

OVERVIEW

The Mirai botnet is a
type of malware that
infects Internet of Things
(loT) devices and turns
them into a network of
bots that can be used for
DDoS attacks. It was
responsible for several
high-profile attacks in
2016 and continues to
be a threat today.

DELIVERY METHOD

Exploiting
vulnerabilities in loT
devices

IMPACT

Disruptive

VALUE

TARGETED CVEs

CVE-2023-1389

AFFECTED
PRODUCTS

TP-Link Archer
AX21

PATCH LINK

https://www.tp-
link.com/us/support

/download/archer-
ax21/v3/#Firmware

888f4a852642ce70197f77e213456ea2b3cfcada592b94647827cad5adf2a5b8
b43a8a56c10bal7ddd6fa9a8ce10ab264c6495b82a38620e9d54d66ec8677b0c
b45142a2d59d16991a38ea0al112078a6ced2c9e2ee28a74fb2ce7eledf15dce3
366ddbaa36791cdb99cf7104b0914a258f0c373a94f6cf869f946c7799d5e2c6
413e977ae7d359¢e2ea7fe32db73fa007ee97eele9e3c3f0b4163b100b3ec87c2

OVERVIEW

LOBSHQT is a new
malware that is being
distributed through
Google Ads. Itis a
remote
access trojan that can
allow threat actors to
take control of an
infected Windows
device’s.

95.217.125[.]200

DELIVERY METHOD

Via Google Ads

IMPACT

Hidden desktops,

execute commands, steal
data, and deploy further
malware payloads.

VALUE

TARGETED CVEs

AFFECTED
PRODUCTS

PATCH LINK

e4ea88887753a936eaf3361dcc00380b88b0c210dcbde24f8f7ce27991856bf6

The 10Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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https://www.hivepro.com/tp-link-router-vulnerability-triggers-mirai-malware-infection/
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware
https://www.hivepro.com/new-lobshot-malware-being-distributed-through-google-ads/

NAME

Croxloader

TYPE

Banking Trojan

ASSOCIATED
ACTOR

APT41
IOC TYPE

IPV4

SHA256

NAME

Atomic Stealer

TYPE

InfoStealer

ASSOCIATED
ACTOR

IOC TYPE
MD5
SHA256
URLs
IPV4

Domains

The I0Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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OVERVIEW

Croxloader is a variant of
the Ursnif banking Trojan
used to steal sensitive
data from infected
systems. It was launched
using a legitimate
Windows Defender
binary as part of a larger
attack that disabled
security products using
the "SPHijacker" tool.

194.31.53[.]128
198.13.47[.]158

DELIVERY METHOD

Social engineering tactics

IMPACT

Data Theft

VALUE

TARGETED CVEs

CVE-2018-
5713

AFFECTED
PRODUCTS

Malwarefox Anti-
malware 2.72.169

PATCH LINK

7910478d53ab5721208647709ef81f503ce123375914cd504b9524577057f0ec
ebf461be88903ffc19363434944ad31e36ef900b644efa31lcde84ff99f3d6aed
21ffa168a60f0edcbc5190d46a096f0d9708512848b88a50449b7a8eb19a91ed

OVERVIEW

Atomic Stealer malware
is a full-featured
infostealer designed to
steal sensitive
data from macOS users.
The malware can grab
account passwords,
browser data,
session cookies, and
crypto-wallets.

DELIVERY METHOD

Legitimate
AnyDesk remote desktop
software

IMPACT

Data theft

VALUE

5e0226adbe5d85852a6d0b1ce90b2308

TARGETED CVEs

AFFECTED
PRODUCTS

PATCH LINK

15f39e53a2b4fa01f2c39ad29c7fedc2fef6f24effefadbb8e77add58e7ac709

hxxp[:]//amos-malware[.]ru/sendlog

37[.]220.87[.]16

amos-malware[.]Jru

11


https://www.hivepro.com/earth-longzhi-unleashes-new-stack-rumbling-tactic/
https://www.hivepro.com/new-atomic-stealer-macos-malware-steals-browser-cookies-and-cryptocurrency-wallets/

NAME

BlackBit

TYPE

Ransomware

ASSOCIATED
ACTOR

IOC TYPE

SHA256

SHA1

The I0Cs (Indicators of Compromise) for the attacks executed are listed in the appendix section at the end of the report.
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OVERVIEW

The BlackBit
ransomware, a variant of
LokiLocker with cosmetic

changes, checks
keyboard layout,
establishes persistence,
removes backups,
disables defenses, and
presents payment
information through
various methods, making
it a sophisticated
Strain.

DELIVERY METHOD

Via Phishing emails,
malicious ads

IMPACT

Financial and data losses

VALUE

TARGETED CVEs

AFFECTED
PRODUCTS

PATCH LINK

1d2db070008116a7a1992ed7dad7e7f26a0bfee3499338c3e603161e3f18db2f
b8ffd72534056ea89bfd48cbebefbOb4d627a6284a7b763fdb7dfd070c1049ba

b04ccaa781be7521d50faa36db269f71ac56af58
2f052cc3e64870b8ac28efb2d79bc2b16dff3e8e
€9b35995bf772cd11bel3bc5¢c9ac93c846f00405

12


https://www.hivepro.com/new-blackbit-ransomware-targets-south-korea/

(¥ Vulnerabilities Exploited

CVE ID

CVE-2023-24055

NAME

KeePass Injection
Vulnerability

CVEID

CVE-2023-1389

NAME

TP-Link Archer
AX-21
Command
Injection
Vulnerability

THREAT DIGEST+ WEEKLY

CELEBRITY VULNERABILITY

ZERO-DAY

CELEBRITY VULNERABILITY

ZERO-DAY

AFFECTED PRODUCTS

KeePass 2.5x of before

AFFECTED CPE

cpe:2.3:a:keepass:keepa

ASSOCIATED TTPs

T1055: Process
Injection

AFFECTED PRODUCTS

TP-Link Archer
AX21

AFFECTED CPE

cpe:2.3:0:tplink:archer_
:*:*:*.

ASSOCIATED TTPs

T1055: Process Injection

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOM
WARE

ViperSoftX

PATCH LINK

https://sourceforge.

net/p/keepass/disc

ussion/329220/thre
ad/al46e5cf6b/

ASSOCIATED
ACTOR

ASSOCIATED
ATTACKS/RANSOM
WARE

Mirai Botnet

PATCH LINK

https://www.tp-
link.com/us/suppor
t/download/archer-
ax21/v3/#Firmware

13


https://www.hivepro.com/new-version-of-vipersoftx-malware-targets-password-managers-and-cryptocurrency-wallets/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/
https://sourceforge.net/p/keepass/discussion/329220/thread/a146e5cf6b/
https://www.hivepro.com/tp-link-router-vulnerability-triggers-mirai-malware-infection/
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware
https://www.tp-link.com/us/support/download/archer-ax21/v3/#Firmware

CVE ID CELEBRITY VULNERABILITY AFFECTED PRODUCTS Asi%fl:_l(?;ED

Veeam Backup &
Replication, Veeam

9 Cloud Connect, Veeam
Cloud Connect for the FIN7
CVE-2023-27532 Enterprise & Veeam
Backup & Replication
AR oA Community Edition
ASSOCIATED
9 AFFECTED CPE ATTACKS/RANSOM
WARE
NAME CISA KEV cpe:2.3:a:veeam:backup POWERTRASH
_\& replication:11.0.1.1 Loader &
o 2610 %k ok DICELOADER
Veeam Missing
Authentication CWE ID ASSOCIATED TTPs PATCH LINK
for Critical https://www.veeam
Function CWE-306 T1555: Credentials from com/kb4424
Password Stores
CVEID CELEBRITY VULNERABILITY AFFECTED PRODUCTS ASi(();I:;ED
g Malwarefox Anti- saitlh e
ZERO-DAY malware 2.72.169
CVE-2018-5713
ASSOCIATED
@ AFFECTED CPE ATTACKS/RANSOM
WARE
NAME CISA KEV cpe:2.3:a:malwarefox:an
timalware:2.72.169:*:*: Croxloader
@ ok kKK
Improper Input
Validation in CWE ID ASSOCIATED TTPs PATCH LINK
Malwarefox
Anti-malware CWE-20 T1499: Endpoint Denial i
of Service

THREAT DIGEST+ WEEKLY


https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.veeam.com/kb4424
https://www.veeam.com/kb4424
https://www.hivepro.com/earth-longzhi-unleashes-new-stack-rumbling-tactic/

¢ Adversaries in Action

NAME

FIN7 (aka ITG14,

Gold Niagara,

Calcium, Navigator,

ATK 32, APT-C-11,

TAG-CR1

TARGETED

ORIGIN INDUSTRIES

Casinos and Gambling,
Construction, Education,
Energy, Financial,
Government, High-Tech,
Hospitality, Retail,
Technology,
Telecommunications,
Transportation.

Russia

MOTIVE

Financial crime

ASSOCIATED
ATTACKS/RANSOMW
ARE

TARGETED CVEs

POWERTRASH Loader &

CVE-2023-27532 DICELOADER

TTPs

TARGETED
REGIONS

Australia, France, Malta,
UK, USA.

AFFECTED
PRODUCTS

Veeam Backup &
Replication, Veeam
Cloud Connect, Veeam
Cloud Connect for the
Enterprise & Veeam
Backup & Replication
Community Edition

T1497: Virtualization/Sandbox Evasion; T1059: Command and Scripting Interpreter; T1566: Phishing;
T1001: Data Obfuscation; T1047: Windows Management Instrumentation; T1059.001: PowerShell;
T1010: Application Window Discovery; T1057: Process Discovery; T1083: File and Directory Discovery;

T1071: Application Layer Protocol; T1573: Encrypted Channel

THREAT DIGEST
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https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/
https://www.hivepro.com/fin7-affiliated-hackers-exploit-flaws-in-veeam-backup-servers/

TARGETED TARGETED

Malii2 il INDUSTRIES COUNTRIES
Russia
Education, Financial,
MOTIVE Healthcare, Hospitality, Worldwide
i i i Retail.
TAsOS(Graceful " Imancial crime,
Spider, Gold g
Evergreen, Gold
Tahoe ASSOCIATED AFFECTED
—t TARGETED CVEs ATTACKS/RANSOMW
TEMP.Warlock, ATK ARE PRODUCTS
103, SectorJ04,
Hive0065,
Chimborazo, - LOBSHOT -
Spandex Tempest )
TTPs

T1547: Boot or Logon Autostart Execution, T1547.001: Registry Run Keys /Startup Folder, T1027:
Obfuscated Files orinformation, T1027.007: Dynamic APl Resolution, T1140: Deobfuscate/Decode
Files or Information, T1568: Dynamic Resolution, T1005: Data from Local System, T1083: File and
Directory Discovery, T1033: System Owner/User Discovery, T1021: Remote Services, T1204: User
Execution, T1204.002: Malicious File, T1021.005: VNC, T1041: Exfiltration Over C2 Channel, T1218:
System Binary Proxy Execution, T1176: Browser Extensions, T1641: Data Manipulation, T1115:
Clipboard Data, T1321: Data Encoding

TARGETED TARGETED
sle Ll INDUSTRIES COUNTRIES
Kurdistan Governments,
MOTIVE Un|ver5|t!es,_ Middle East, Africa, Asia
Telecommunication,
Hacktivist Defense, and IT
ASSOCIATED
TARGETED CVEs ATTACKS/RANSOMW PA:;EDCl;rCE.:?S
1877 Team ARE
TTPs

T1003: OS Credential Dumping, T1005: Data from Local System, T1010: Application Window
Discovery, T1012: Query Registry, T1018: Remote System Discovery, T1027: Obfuscated Files or
Information, T1027.002: Software Packing, T1033: System Owner/User Discovery, T1036:
Masquerading, T1047: Windows Management Instrumentation, T1055: Process Injection,
T1055.012: Process Hollowing, T1056: Input Capture, T1056.001: Keylogging, T1057: Process
Discovery
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TARGETED TARGETED

NAME ORIGIN INDUSTRIES REGIONS
China
—_— MOTIVE Government, healthcare
[B® st tecnobgand  PBenes et
- theft and manufacturing ’

Espionage, financial

Earth Longzhi crime
(Subgroup of APT41)

ASSOCIATED

TARGETED CVEs ATTACKS/RANSOMW aidadu,
PRODUCTS
ARE
Croxloader and Malwarefox Anti-
CVE-2018-5713 SPHijacker malware 2.72.169
TTPs

T1003: OS Credential Dumping, T1003.001: LSASS Memory, T1569: System Services, T1569.002:
Service Execution, T1574: Hijack Execution Flow, T1574.002: DLL Side-Loading, T1140:
Deobfuscate/Decode Files or Information, T1070: Indicator Removal, T1070.004: File Deletion,
T1036: Masquerading, T1036.005: Match Legitimate Name or Location, T1053: Scheduled
Task/Job, T1053.005: Scheduled Task, T1548: Abuse Elevation Control Mechanism, T1548.002:

Bypass User Account Control, T1068: Exploitation for Privilege Escalation, T1546: Event Triggered

Execution, T1546.012: Image File Execution Options Injection
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TARGETED TARGETED

NAME ORIGIN INDUSTRIES REGIONS
Pakistan
e Defense, Embassies, ;
India
Information Government
theft and
espionage
SideCopy
ASSOCIATED
TARGETED CVEs ATTACKS/RANSOMW sUAAEEIED
ARE PRODUCTS

= SILENTTRINITY -

TTPs

T1047: Windows Management Instrumentation, T1543: Create or ModifySystem Process,
T1543.002: Systemd Service, T1547: Boot or Logon Autostart Execution, T1547.001: Registry Run
Keys /Startup Folder, T1574: Hijack Execution Flow, T1574.002: DLL Side-Loading, T1036:
Masquerading, T1070: Indicator Removal, T1070.006: Timestomp, T1112: Modify Registry, T1497:
Virtualization/Sandbox Evasion, T1562: Impair Defenses, T1562.001: Disable or Modify Tools,
T1564: Hide Artifacts, T1564.001: Hidden Files and Directories, T1056: Input Capture, T1010:
Application Window Discovery, T1018: Remote System Discovery, T1057: Process Discovery,
T1082: System Information Discovery, T1083: File and Directory Discovery, T1518: Software
Discovery, T1518.001: Security Software Discovery, T1114: Email Collection, T1071: Application
Layer Protocol, T1095: Non-Application Layer Protocol, T1105: Ingress Tool Transfer, T1571: Non-
Standard Port, T1573: Encrypted Channel
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S5 Recommendations

Security Teams

This digest can be utilized as a drive to force security teams to prioritize the four
exploited vulnerabilities and block the indicators related to the threat actor FIN7,
Earth Longzhi, SideCopy, 1877 Team, and TA505 and malware ViperSoftX,
POWERTRASH Loader, Mirai Botnet, LOBSHOT, Croxloader, Atomic stealer, Blackbit
Ransomware, and SILENTTRINITY.

Uni5 Users

This is an actionable threat digest for HivePro Uni5 customers and they can get

comprehensive insights into their threat exposure and can action it effortlessly over

the HivePro Uni5 dashboard by

* Running a Scan to discover the assets impacted by the three exploited
vulnerability.

* Testing the efficacy of their security controls by simulating the attacks related to
the threat actor FIN7, Earth Longzhi, SideCopy, 1877 Team, and TA505 and
malware ViperSoftX, POWERTRASH Loader, Mirai Botnet, LOBSHOT, Croxloader,
Atomic stealer, Blackbit Ransomware, and SILENTTRINITY in Breach and Attack
Simulation(BAS).
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N Threat Advisories

New Version of ViperSoftX Malware Targets Password Managers and Cryptocurrency Wallets

Outdated Internet Protocol Vulnerable to Massive DoS

FIN7-Affiliated Hackers Exploit Flaws in Veeam Backup Servers

TP-Link Router Vulnerability Triggers Mirai Malware Infection

New LOBSHOT Malware Being Distributed Through Google Ads

The Emergence of 1877 Team and Rising Hacktivist Threat

Earth Longzhi Unleashes New 'Stack Rumbling’ Tactic

New Atomic Stealer MacOS malware Steals Browser Cookies and Cryptocurrency Wallets

New BlackBit Ransomware Targets South Korea

SideCopy Resurfaces to Target Indian Defense
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Appendix

Known Exploited Vulnerabilities (KEV): Software vulnerabilities for which there are
public exploits or proof-of-concept (PoC) code available, and for which there is a
high risk of potential harm to an organization's systems or data if left unaddressed.

Celebrity Vulnerabilities: Software vulnerabilities that have gained significant
attention and been branded with catchy names and logos due to their impact on
high-profile individuals and celebrities are also referred to as Celebrity Publicized

Software Fl

aWs.

X Indicators of Compromise (I0Cs)

Attack Name

ViperSoftX

THREAT DIGEST

WEEKLY

TYPE

SHA256

VALUE

09620efdc1324f063aec6aa3d822c194f253d9393c5a7b4f7c8
880b8fa260d2c
0d8e99281629352c68e5d1e462db3b003571fdc21149d6834
bd2aa2d86ea03b9
2769ff525276045565a15fb959ae54a1ba294eb7903fa80a865
6577d7dd5e76¢
30a7ff659d267e9e201273087d4ced99f6eefe3078b40f38a1f6
c5ff4e6d4fd3
380697610810cdecaad497ad75b031106b486bc6c7da78add23
885a963aab6dcO
3d19c605f3d4a84bd76190acd23838e4c9362fef3ec5c80bd04
9ee25bbafb862
416fad3d260add53a44052b726c1e911632012221c1e289423
89ca0dd2902394
4c1021cd1863369e59e9087c34fee936281789e65cbbda464b
0948aecb592807
516517135c39aee7b2aeechbfae063deb9b8869ca993f60120d
7c5ee90ee90444
51c862efdbb6b52c42dfe4f25c471c82c0368c0b9f8b194d07f9d
cc4245b46394
5232a2a668c95eeb6ab24cba79ed7bf4e9598a750020a2a88a2
f352d2f667b7c5
5e9d9016bbb70c1b4b02f13d5a12e112250651a77bf5b89a92
d124d0f8576cdb
66c98bb87c3bfc97e137ef3fc22e498ff1fb7368d82c2641db49
98d090d31ef4
671756d73f9e8f35f9a71b102d474415aada55f1a846b0c20b7
3daf554d03173
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Attack Name

ViperSoftX

THREAT DIGEST

WEEKLY

TYPE

SHA256

VALUE

696978b39b7afc97d4b7d6a3ab56b6b991fab9f9e511e722a2
db5b8459679240
6a7ccf87978dad1a2d1a1a52100101fb330d966ff6cd990b1d0
4eb627ef4530c
6b23b6615b1287bf4ec20eab532921cabeb72e08af089782d5
c827e48334ba36
6b8809f6f282778aeaa9634e1108f0776066d32e096526fa4cO
Ocbba3dacc30e
6cadb83ff71f42e15032e59a47b8275¢c298d28c2dcc646c4e43
25b2243425235
8047b20dc50317fb38f7e805992b65eabad92362acd8ff72890
3da5a86e4f23d
83b8eca3bc4fe79fa47d918d34917344a2e179b0c4efc5¢c769b
9f3a380a65247
85ecdeb135cf384ch82e62dea82baa7c01f56e88bdabb5784e
e7401cd5537e69
8a2939ad4ee9cea394aba543b98076504cfdfafce76cecfb8fc8
8ade77bb6f59
8eff0c96aecd3f144a26699b8f3d6ec8d44b9ae4154417121f6
04d5297073cd8
96ddf314a4c6f10936622361416ac9b93b5cf4b61b148bfb425
92d22a83f0634
a2498168cdac52a10a25499a46e0d30db2db86c4dadd737bb6
628c61a99810b79
aaf389bbbe02c31bf4605fcba51b1d5228337358cf66efafe979
f782251b7fc5
b59dce85b24f078285d73553a05cd157¢c11d3495f399b753f2
1b3e7506bbeb0f
bb681757fc4dac5a64bflb263e0ddd16db6e055d0efb2089ad
04af5bba007d0a
c313e51f884672b16adcb0731bc338a554ff351fdbe921d2665
64c67dc730fcc
d07a06783eb4fde909c0f4f09ec6f69a91820010b9327fc7fa3l
8b199flcale4d
d5799651ab7bb5939136addde222255f81e090¢c3c127d0572
7b71b3b2cbc9860
fle6821caa29aade550171d640ed5605556e7d074542eea5d5
370168f2c09880
f310e01a9ed40b6563b88de23d560cf839079b503260eb86a7
bc32160129170b
f39386ba9605b7alac360a8460c4f5c5fc916d5¢159ba3ba226
545447cd7e4c7
fa31f03cfbb8ae682deab86660810ca244a718009cf4a248276
99d679139067d
083837c37de9fce9e49257bc2b38dec11530b990b023fadc6f8
2a7cb00685fcO
0ca08b8044c466e286fb5ec2162a23fe35dda700019albc9f45
28c777abb2a69
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Attack Name

ViperSoftX

TYPE

SHA256

VALUE

1b26d62c80689746de39869dfab8d8f05257bd16e46fe92334
4988802569bel0
204a056399bbb7el1b4fcf2bdd8f463cf2d3ff21d9f7c5b745d74
d62eb6184e88
22981d8cd10e0aeede5a2c5¢c209cf2d1a46b9eb54f85eca9f97

d816b202d186b
2f936ccac29c88745093564858c4cb0cd6fed5bba997c3db71d
7157f8c530be5
33fb5151edd9f921e0793575b5d1a5a24f75370455b3413405
a2e66f02746e47
34ac92dfb29936f8af4e270da0d36b7cb4ffa743b115e2bfed23
b0e127b38d0e
46a96def15c2dbd0825d008f11de605e912184aa40dbbe9295
333a5d80ec45f9
515f32da068c171f1dd03472be04327d55cf6d2c5d40268fcle
61labb75e86616
53744ca02d82f1f966a3f882a17fbd424955991496b486e8dc4
022e5a939c286
5b8b64cfba9e3771f586c5aa4f69fe210ecd1f037a6818cacf31
cba543f1958d
6614299d5f9c1754a894597bd4fa894415d455df1dd4dab6a96
b717d2206b511a
6753eadd2cd36978630a31d9c9efbe12d09cf139916feee0d14
5b09ad18750f6
6c5d40b9484287b3a8eac469e0383b1309689e22d1726e364
28e278cd883cc2f
6d18365010a19c4e74056d7a7c64d1046ef10a02ec7938fc93
6ac61898db5ed7
70c8cf961923f93aab18e771c2eb4a09683223129944cab26f7
5bff35449be8a
7176b56faa36c2275ff6728864d40eb92fbf956d0b6ae099078
16811be94e22e
7516f43db52f494ce788ba514590d39cf26da53728388a26e4
00df4c944e1d18
7576ce1542ac29c8f5f7585d8c19b6a716242ef21f9b6a87c92
718220544d467
7890a7ae77ad4ebeca05c344946d8a0a308e263ca88a8ca4530
d6566bffa331b8
7a22bc09774dbd2d982596804f6eb767074019ce33cc5ffe8ef
a9c2e1972de86
80f0eed86e0499bbafbcb956e7f6f81b6a56dba56716082cf9e
d280f35b355e8
90497bf6dc0724220a21694303c816cdc1f8c815f25c2cef5f2f
53478d84752e
91a2a76932341c1e0df8f7b4058d87e69133cee839559f0146¢
ccb42flbl4fea

95e6d8d692e7c7bc6e78389¢c4b8719ee05e6f71d6447aa016b
5682496aef0385
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Attack Name

ViperSoftX

THREAT DIGEST

WEEKLY

TYPE

SHA256

VALUE

978d83bcc3361c62d5974c33f56c2ab72618a13f9cccOc37cbb
1e824fe74e03e
983038dc5a3650de4f5ce46763a5c8e7e4441c5960e0c1f20f3
ca9ffi561fefe
a2f6ce37dd1c14fb789e1531e04fac2716e659fa5232295cd8b
80b2994b93819
ad1b21536bf9892d070b72b0609970677bad5b9e53c05936df
b1a4f299930a84
b006d1043f97d47339balb6816d6c728207fe280a56d7fc10e
5b7e7f0b969836
b3600c49c758f86e496d2b5efdbad239a218e74ca014c80f6bb
7445f6fe7e4c6
b813b13d41fd4d824bd146ba9e7bead121362039ab79379ff1
5702c54476a703
bbaa007a1f4e3c62615e5886e4b91dc24545ed60232ec8290e
c203f12a78d1d7
bd9b5b3ed93ec879a270a767elbeddc836ab5802fch49e48ch
154eb898389e49
c42a6b316558eed903c3c41b7da6120bf809e918da51119cbe
ea27f7047ab71d
ccbbcb0f72789c7781550d0c184a1b94c5592f31e6459cc9754
525232938a331
cf7b4af2c9497c97a2a9cb7f0e5818e76ccf534¢c3392d6b8d16b
e415d5a8ffbc
d1556221a4bac69453c9bafaf7b7c753e3fd36aacl171e3695c8
8265a22bd7889
d28910954ea84e6f8bad1f844333c3945416f6aeb8cb25e76bf
€e2319d029847
d7d4c5383a032e8090512f18a0e6387e2de78328c6fac8b6bc
efc40a07cde212
d80a423aa16751868dd36d144a4a0e06335593c585187d77e
2d00e913bbc95d1
dcOfe945dc3fcab4b4fadee9868c75d66719941b33189710dc5
bf8b981f55ae8
dc58f7bd854e1537085324068f3a6e675831a5c4c441f9a2059
cc7c40a59c61a
€022dd5086aa6b1bc91489a3ed81a2143b8b78616d3285c00
d6df4bc504f32fe
e4c705b6b93315d728d9ee5fd17734f3968620ecdc25595560
0f06eeefa252d8
e82cf0af68ecb6ec4097d7bd0a5573af50aac191484e983bc9b2
98b30a7185aeb
fd60eaf4d48f49ade5641aa928a30ac35721dbee52e69525132
a9e3b1981eab7
ff03b15d57942f671b7c0b9cb978873b2314d13bf4f6603e7b2
6f3339fbe0c2a
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Attack Name TYPE

SHA256
ViperSoftX
Domains
IPV4
POWERTRASH
Loader
SHA1
Mirai Botnet SHA256

THREAT DIGEST+ WEEKLY

VALUE

0a0b5f64870c166c1fe246a7ac815f738e15dbc8481b985da86
2026f61c48282
3529336d0733bd2ee92acc8ed332f6cdeed36a8b0b272371ffd
eb80117689b26
42018acd1660989d939814b2bdfaac086540f7a793b0d1b5b8
2ef72cd7dc2d6a
7c028a7a4eccd48049f0b66ab0211cccf136e56d2af8cd27cfbl
€720a43993d0
88c46a74d0b7ba05e4641628f546cf29b322f1e0147b5bcb84
39f3716f6da847
c73053fafaeff83d1cad7256aaabec7ad8e91ee5¢2514c8b7b9d
e0307ae724a0
527982073113924b7e168b8fdd21beee42923510b58ca2ab4
4434a624619f78a

http://ahoravideo-schnellvpn[.]xyz
http://chatgigi2[.]Jcom
http://arrowlchat[.]Jcom
http://static-cdn-349][.]net

217[.]12.206.176
162[.]248.225.115
45[.]136.199.128
91[.]149.243.181
91[.]199.147.152
95[.]217.49.123
77[.]75.230.112
194[.]87.148.41
195[.]123.244.162

8687b6b1508a93556d6e30d14e5c4ee9971f2d80
b621f8c5€9033718b4e9d47a2f0ecch9783f612a
E5480a47172e3f75dbf0384f4ca82c7b47910e0f

b43a8a56c10bal7ddd6fa9a8cel10ab264c6495b82a38620e9d
54d66ec8677b0c
b45142a2d59d16991a38ea0al112078a6ced42c9e2ee28a74fb2
ce7eledf15dce3
366ddbaa36791cdb99cf7104b0914a258f0c373a94f6cf869f94
6c7799d5e2c6
413e977ae7d359e2ea7fe32db73fa007ee97eele9e3c3f0b4l
63b100b3ec87c2
2d0c8ab6c71743af8667c7318a6d8e16c144ace8df59a681a0a
7d48affc05599
4cb8c90d1e1b2d725¢2¢c1366700f11584f5697c9ef50d79e00f
7dd2008e989a0
461f59a84ccb4805c4bbd37093df6e8791cdf1151b2746c4667
8dfe9f89ac79d
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Attack Name TYPE

SHA256

IPV4

Mirai Botnet

URLs

Domains

IPV4

LOBSHOT
SHA256

Croxloader IPV4

THREAT DIGEST+ WEEKLY

VALUE

aed078d3e65b5ff4dd4067ae30da5f3a96c87ec23ec5bed4fc8
5b543¢c179b777
0d404a27c2f511ea7f4adb8aal50f787b2b1ff36c1b67923d6d
1c90179033915
ecad2235a41dbd60615d91d564¢91933b9903af2ef3f8356ec4
cfff2880a2f19
3f427edadd4e18fb192d585fca1490389a1b5f796f88e7ebf3ec
eec51018ef4d
aaf446e4e7bfc05a33c8d9e5acf56b1c7€95f2d919b98151ff2d
b327c333f089
4f53eb7fbfa5b68cad3a0850b570cbbcb2d4864e62b5bf0492b
54bde2bdbed4b

185[.]225[.]74[.]251

http[://1185[.]225[.]74[.]251/armv4l
http[://]1185[.]1225[.]74[.]251/armv5l
http[://]1185[.]225[.]74[.]251/armve6l
http[://1185[.]225[.]74[.]251/armv7I
http[://]1185[.]225[.]74[.]251/mips
http[://1185[.]225[.]74[.]251/mipsel
http[://]1185[.]225[.]74[.]251/sh4
http[://]1185[.]225[.]74[.]251/x86_64
http[://]1185[.]225[.]74[.]251/i686
http[://]1185[.]225[.]74[.]251/i586
http[://]1185[.]225[.]74[.]251/arc
http[://]1185[.]225[.]74[.]251/m68k
http[://1185[.]225[.]74[.]251/sparc

zvubl.]us
95.217.125[.]200

e4ea88887753a936eaf3361dcc00380b88b0c210dcbde24f8f7
ce27991856bf6

194.31.53[.]128
198.13.47[.]158
172.67.139[.]61
207.148.115[.]125
64.227.164[.]34
194.31.53[.]128
198.13.47[.]158
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Attack Name TYPE

SHA256

Croxloader

Domains

MD5
URLs

Atomic Stealer Shgee

Domains

IPV4

THREAT DIGEST+ WEEKLY

VALUE

7910478d53ab5721208647709ef81f503¢ce123375914cd504b
9524577057f0ec
ebf461be88903ffc19363434944ad31e36ef900b644efa3dlcde
84ff99f3d6aed
21ffa168a60f0edcbc5190d46a096f0d97085128480b88a50449
b7a8eb19a91ed
942b93529c¢45f27cdbd9bbcc884a362438624b8cabb721d510
36ddaebc750d8e
75a51d1f1dd26501e02907117f0f4dd91469c7dd30d73a715f
52785ea3ae93c8
4399c5d9745fa2f83bd1223237bdabbfc84c9c77bacc500beb?2
5f8ba9Df30379
8327cd200cf963adadd2cde942a82bbed158c008e689857853
262fcda91d14a4
9eceba551baafe79b45d412c5347a3d2a07de00cc23923b7de
e1616dee087905
630bb985d2df8e539e35f2da696096e431b3274428f80bb660
1bbf4b1d45f71e
ef8e658cd71c3af7¢77ab21d2347¢c7d41764a68141551938b8
85dad41971dd733
e654ecc10ce3dfof33d1e7c86c704cfdcOcf6c6f49aallaf2826¢
bc4b659e97c
16887b36f87a08a12fe3b72d0bf6594c3ad5e6914d26bff5e32
c9b44acfec040
39de0389d3186234e544b449e20e48bd9043995ebf54f8c6b3
3ef3a4791b6537

evnpowerspeedtest[.]Jcom
www.updateforhours[.]Jcom
dns.eudnslog[.]Jcom
asis.downloadwindowsupdate].]co

5e0226adbe5d85852a6d0b1ce90b2308
hxxp[:]//amos-malware[.]Jru/sendlog

15f39e53a2b4fa01f2c39ad29c7fedc2fef6f24eff6fadbb8e77ad
d58e7ac709

amos-malware[.]ru
amos-malwarel[.]ru/sendlogillegal

37[.]220.87[.]16
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Attack Name TYPE

Atomic Stealer SHA1
MD5
BlackBit
Ransomware
SHA1

THREAT DIGEST+ WEEKLY

VALUE

0a87b12b2d12526c8ba287f0fb0b2f7b7e23ab4a
24c9f5c90ad325dae02aa52e2blbac2857ae2faf
36997111b5e7aa81b430a72df9f54bac2a9695ba
7534b4ef7727d14b4fdd32d18651d32572c7747b
0db22608be1172844c0ebf08d573eade7ef37308
2681a24f0ecO0b1c153cc12d5d861c0c19c8383ea
385b9cc7d3147f049e7b42e97f242c5060fc9e97
46426409b9e65043b15ce2fcddd61213ff4e5156
48a0a7d4f0aedb79b4f762857af3bbb02e8ab584
4f25d1alaal8c8d85d555cd7a8f1cf2cf202af8¢
58a3bddbc7c45193ecbefa22ad0496b60a29dff2
5d2e995fa5dce271ac5e364d7198842391402728
79007aabf9970e0aff7df52fd1c658b69f950c6f
793195d48cce96bb9b4dfclee5bac03b371db75f7
82f4647e6783b012fc9a1f86108c644fcf491cf6
849cde22d1d188cc290bb527bbd7252ad07099af
9058ab6e05ch1f9ce77e4f8c18324a6827fb270d
97b19a82a32890d5ddaecac5a294cc3384309¢ea9
98f98a737a26c9dd1b27c474715976356ea4e18b
aab3a2897950e85a2b957f77d2f100e61e29061c
b42243d72765f142953bb26794b148858bff10a8
ca05f80fe44174d1089077f4b2303¢c436653226f
d5db5a11b9605d54cf66a153b0112b91c950d88f
d9d46ecfc1100d2b671ad97dc870e879d2634473
ded65aad6cde9f0ce30fce0157bc18abf5a60d40
€114f643805394caece2326fb53e5d3a604alaa9d
f28025717f9db8a651f40c8326f477bfo9d51a10f
1f29b00c18bcOb7el1dfee5e79f8111da09f8fab8
a02730f734032ed0f3b3705926b657aa4b88d720
c70fdf4362eb56032793ab08e6aeb892f1bd4adb
€951b889aabca7ee5b0ff9d06a057884ed788b70

90bae9356dc021172d0ff06603e7a4cf
bf528ecf7601043fe7931ed1fdd1d081

9d898e39591f9a8b49fa27841acb7392
d37b49b0a53fd07895ca4dc956cbc459
8ead445620033eceebcd26cfbeac214b

b04ccaa781be7521d50faa36db269f71ac56af58
2f052cc3e64870b8ac28efb2d79bc2b16dff3e8e

€9b35995bf772cd11bel13bc5c9ac93c846f00405
3cac81473dd91e7adf4516f1805bc5bdfeb562e4
7fd07c934ce9b7c4ad902408ed528acf4ce32ddb
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Attack Name TYPE

BlackBit

SHA256
Ransomware
SHA256
SILENTTRINITY
URLs

THREAT DIGEST+ WEEKLY

VALUE

1d2db070008116a7a1992ed7dad7e7f26a0bfee3499338c3e6
03161e3f18db2f
b8ffd72534056ea89bfd48cbebefbOb4d627a6284a7b763fdb7
dfd070c1049ba
43c6aef23a90c742274d6db2148a5ch5027c82e94ba2db4daed
b4184956e370b5
cd29a952a51204f2e8744271b822c277b63ad8a54e3a6422e3
42eb9c53df0bda
b3324b629febeefb17201abb52bc66094b4ffb292f8aa3a549f3
9e7e11c63694

9aed0c5a047959ef38ec0555cch647688c67557a6f8f60f691a

b0ec096833cce
bf34077c8b22759b28dcc458dc1b7bba3810c1c30b050b26a2
6e8d9f64e77971
c7753ffb7f66b0dfb05a24955324182cb92bbf41dd8fcch308c3
f04d497al6da
a2e55cbd385971904abf619404be7ee8078ce9e3e46226d4d8
6d96ff31f6bb9a
€88835e21c431d00a9b465d2e8bed746b6369892e33bel0bc
7ebbda6e8185819
68ec4461653ae682eeacelbff583307ec521a3ee23873a991c0
31cc49dc8132f
b9514ed1566c8ce46ab5bfd665f80997f2d5624740f298699df
43bb108e08c4d
85faf414ed0ba9c58b9e7d4dc7388ba5597598c93b701d367d
8382717fb485ec
1c2399674713d2a3fc19b841e979eed61d73d1b7ca8fd6f29ba
95a41f5a7684d
fOcc9b18ba32f95085d5f9a3539dc08832c19e7d3124a5febbd
c3bae47deab24
17eabfb88a164aa95731f198bd69a7285cc7f64acd7c289062c
d3979a4a2f5bf

865e041b41b9c370ad4eed91a9a407bd44a94e16e236e07bel
5e87de319a4486¢

hXXp://cornerstonebeverly[.]Jorg
hXXp://cornerstonebeverly[.]org/js/files/docufentososo/doec
umentosoneso/pantomime].]hta
hXXps://cornerstonebeverly[.]org/js/files/ntfonts/avena/
hXXp://cornerstonebeverly[.Jorg/js/files/ntfonts/jquery[.]txt
hXXp://144.91.72[.]117:8080/user_details
hXXp://144.91.72[.]17:8080/streamcmd?AV=Unknown&QOS=
6.1.7601.17932&Vesrion=1&detail=Wfstzepn_Admin
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What Next?

At Hive Pro, it is our mission to detect the most likely threats to
your organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5:Threat Exposure Management
Platform.

Uni5 Threat

Exposure
Management
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